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=== Microsoft Sentinel | Data connectors
| ||

Selected workspace: 'lawdsentinel'

|/D Search | « C_) Refresh ,'l.ﬂ Guides & Feedback
52 Search -
»‘f 0 ﬂl Maore content at
Threat management Content hub
Connectors Connected

& Incidents

a workbooks

€ Hunting

& Notebooks

# Entity behavior
& Threat intelligence

@ MITRE ATT&CK (Preview)

Content management
£3 Content hub
& Repositories (Preview)

& Community

Configuration

&% Workspace manager (Preview)

B8 Data connectors
& Analytics
B watchlist
»

6 Automation

£+ Settings

| #  Search by name or provider | Providers : All Data Types : All

Status Connector name 1

b Azure Active Directory
Microsoft

° Microsoft Defender for Cloud

Microsoft

1] Microsoft Defender Threat Intelligence (Preview)
- Microsoft

l' Threat intelligence - TAXII

Microsoft

mm Threat Intelligence Platforms - BEING DEPRECATED (Preview)
[

Microsoft

l' Threat Intelligence Upload Indicators API (Preview)
Microsoft

Status &,

0 Microsoft Defender for Cloud

Disconnect...  # Microsoft (D --
Status Provider Last Log Rec...
Description

Microsoft Defender for Cloud is a security
management tool that allows you to detect
and quickly respond to threats across
Azure, hybrid, and multi-cloud workloads.
This cennector allows you to stream your
security alerts from Microsoft Defender for
Cloud into Microsoft Sentinel, so you can
view Defender data in workbooks, query it
to produce zlerts, and investigate and
respond to incidents.

For more information»

Last data received

Content source () Version

Microsoft Defender  1.0.0
for Cloud

Author Supported by

Open connector page
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Connectors Connected

O Search by name X
PROVIDERS : All DATATYPES : All
STATUS CONMNECTOR NAME

» Azure Active Directory
g .
Microsoft

® Azure Active Directory Identity Protection

Microsoft
L] Azure Advanced Threat Protection
| | .
Microsoft
a Azure Information Protection
Microsoft

0 Azure Security Center
Microsoft

=] AzureActivity
Microsoft

Last log received: 01/08/19, 13:23

Last log received: 23/07/19, 17:05

Last log received: 01/08/19, 12:56

a1

Coming soon

> Azure Active Directory

Connected ¥ Microsoft
% STATUS PROVIDER

ESCRIPTION

Gain insights into Azure Active Directory by connecting A
Azure Sentinel to gather insights around Azure Active Din
learn about app usage, conditional access policies, legacy
our Sign-in logs. You can get information on your SSPR u
Directory Management activities like user, group, role, ap
Audit logs table,

LAST DATA RECEIVED

01/08/19, 13:23

RELATED CONTENT

& ) {12

Dashboards  Queries

- Open connector page

zure Active Directory

»  Azure Active Directory

nnected . Microsoft (11 minutes ago
us PROVIDER LAST LOG RECEIVED

ninsights into Azure Active Director

ng Audit and Sign-in logs to Azure Sentine

ghts around Azure Act =ctory scenarios. You can leamn sbout app usage, conditions

scy auth relate detsils using our Sign-in logs. ¥

n get information on your S5PR usage,

sctory Mansgement activities like user. group, role, 3pp mansgement using our Audit logs table

2 2

shboards ~ Queries

o 1o log anslytics
| sizanLoGs

| auoinocs

« TN

Tatal data received | Tatal data recived

7.99. 1306

* SigninLogs 07/03/19, 01:36 FM

» Auditlogs 07/03/19, 01:37 PM

-

Instructions ~ Mext steps

Prerequisites

To integrate with Azure Active Directory make sure you have:

~  Workspace: read and write permissions are required.

~  Diagnostic Setfings: required read and write permissions to AAD diagn

~  Resource provider registration: your subscription ‘ddedeff3-1fchb-da22.

[ 5]

Tenant Permissions: required "Global Admin” and "Security Admin’,

5

License: required AAD P1/P2,

Configuration

Connect Azure Active Directory logs to Azure Sentinel
Select Azure Active Directory log types:

Azure Active Directory Sign-in logs
Azure Active Directory Audit logs @
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L TYERk == 10 2 LT LEI(Z Saas
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HYFEFA, £ BEEOEHRL
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. L "kind": "<name>",
%é\ii’L’Cb\iﬂ’o "properties”: {
“connectorUiConfig”: {...
> AR EADA—HY—AVE—T x4 X% Y,
AR "pollingConfig”: {...
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On-premises Azure

- Syslog over UDP, TCP, or :
I :  TLS default port: 514 -

source

Syslog gl Syslog daemon
source : SN (1syslog.d or TCP port . : E

: : : 2 —_— —> S -
: F syslog-ng) 25226 b E :

-------------------------------------------------------------------

vy

Sysl : iy : Log Analytics Microsoft Sentinel

3 : : agent : Workspace
SONEOS : T TP TP TIPPIPLS

\
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source
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On-premises Azure
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yslog default port: 514 Syslog forwarder system
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( Time range: Set in query w

E Save @ Copy link G Export + Newalert rule 5 Pin
// week over week query
CommonSecurityLog
| where Devicevendor == “Palo Alto Networks"
| where TimeGenerated > ago(14d)
I summarize count() by bin(TimeGenerated, 1d

extend Week = iff(TimeGenerated>ago(7d), "This week", "Last week"), Ti ated = iff(Ti ated>ago(7d), Ti ated, Ti ated + 7d)
Completed J 00:00:01.323 B 15records [
ABLE  ull CHART P Unstacked Area v TimeGenerated v Count_v Weekv Sumv Display time (UTC+00:00) v
Legend®
@ Last Week
@ This Week

2019-01-02 00:00

2019-01-03 00:00 2019-01-04 00:00 2019-01-05 00:00 2019-01-06 00:00 2019-01-07 00:00
TimeGenerated [UTC]
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Home = Microsoft Sentinel =

Amazon Web Services S3

ans

Not connected
Status

Description

Amazon Web Services 53

# Amazon
Provider

Last Log Received

This connector allows you to ingest AWS service logs, collected in AWS
53 buckets, to Microsoft Sentinel. The currently supported data types are:

® AWS CloudTrail
* VPC Flow Logs
® AWS GuardDuty

Last data received

Related content

o ) 3

Workbooks Queries

Data received
100

ao
&0
an
20

o

e 21

Anzlytics rules templates

Movember 13

I Total data received

ITDtaIdarareceiued

November 15

Go to log analytics
M AWSGuardD...
Il AWSVPCFlow
W AWSCloudTr...

ITmaId.atareca'ved

3

Instructions

Mext steps

X Configuration

1. Set up your AWS environment
There are two options for setting up your AWS environment to send logs from an 53 bucket to your Log Analytics Workspace:

~~  Setup with PowerShell script (recommended)
Download and extract the files from the following link: AWS 53 Setup Script.
1. Make sure that you have PowerShell on your machine: Installation instructions for PowerShell,
2. Make sure that you have the AWS CLI on your machine: Installation instructions for the AWS CLL

Before running the script, run the aws configure command from your PowerShell command line, and enter the relevant information as

prompted. See AWS Command Line Interface | Configuration basics for details.

Run script to set up the environment

| /ConfigAwsConnector.ps1 |D|

External ID (Workspace ID)
| 277bc91d-c844-4fc8-93b-fb3b24bf7490 [} |

~  Manual Setup

2. Add connection



AWS CloudTrail 2 x4 X

Amazon U =7 H—E X (AWS) O 4 2 #{EAL .

2 - N\— g UANE L
AWS H—E X A4 % Microsoft Sentinel (T ILL F 9, SR BAS A5 ob =t
> INADI %27 XL, Microsoft Sentinel (& AWS - CloudTraill ¥ &7 —& s (L #H )
V)Y —Z2 a/ D77 vRAELHAT 5 & THERE

> S3NNTy bhesnl #BDIAA T (HiR)
L &9,

> IRV RERETDRE. T~V Y 727 H—E R
& Microsoft Sentinel @ [H] (2 [ZXERE1R AN HESL
SN 4,

- Z 1L . Microsoft Sentinel (2 AWS © 7 N0
7O v A EES L 20—V EER T2 ET
AWS FTEHIN £ 7.



Create role

Select type of trusted entity

— LBk L. EREMNSLE

N [voserie o

Another AWS account
Belonging to you or 3rd party

@ SAML 2.0 federation

@ Web identity

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID*

Options

* Required

197857026523 [i ]

Require external ID (Best practice when a third party will assume this role)

You can increase the security of your role by requiring an optional external identifier, which
prevents "confused deputy" attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include any
characters that you choose. To assume this role, users must be in the trusted account and
provide this exact external ID. Learn mare

External ID

<Workspace ID>

Learn more

Require MFA @

QL

Create role

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy

Filter policies ~ Q, cloudtr

Policy name «

Used as

None

~~
¥

Showing 3 results

Description

Provides full access to AWS CloudTrail.

Permissions policy (3)

Provides read only access to AWS Cloud...

» AWSCloudTrailFullAccess
» AWSCloudTraillReadOnlyAccess
» CloudTrailServiceRolePolicy

» Set permissions boundary

* Required

Permissions policy (1)

Permission policy for CloudTrail Servicel .

Cancel Previous Next: Tags
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Home > Microsoft Sentinel

Microsoft Sentinel

4, Microsoft Sentinel | Content hub

Selected workspace: ‘notebooktest’

Search

v ovEEw (rreview)
W Logs
& News & guides

42 Search

Threat management

& Incidents

@ Workbooks

© Hunting

& Notebooks
Entity behavior

.

& Threatintelligence

@ MITRE ATTECK (Preview)

Content management
Content hub

@ Repositories (Preview)

B Community

Configuration

& Workspace manager (Preview)

Data connectors

() Refresh 27 Guides & Feedback

2
o
298 273 =0 00
Solutions Standalone contents Installed Updates
Search, Status : All Content type : All Support : All
[ contenttitle Content source  Provider Support

5 pmazan Web Services

O FEATURED Solution
‘ Analytics Health & Audit FEATURED Standalone
[[] @ Acure Active Directory | FeATURED Solution
[] @ Azure Activity | Featuren Solution
L Cisco Umbrella FEATURED Solution
[[] '@ ONsEssentials | Featuren | [ pReview  Solution

(5 Google Cloud Platform IAM | FEATURED  Solution

Page[ 1~ |of20 | Newts

Amazon Web Servi  Microsoft

Microsoft
Microsoft Microsoft
Microsoft Microsoft
Cisco Microsoft
Microsoft Microsoft
Google Microsoft

Showing 1 to 30 of 571 results,

Provider: All  Category - All

Category

Security - Cloud Security

IT Operations, Platform

Identity, Security - Automation (SOAR)

IT Operations

Security - Automation (SOAR], Security - CloL

Networking

Cloud Provider, Identity

Content sources : All

og
ao

Status
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Tl alerts Tlindicators Tl sources

Indicators

S TRTDBREA VST —8—% 120

o S = — .
> ) l/ a — £ Search by Name, Values, Description or Tags TYPE : All SOURCE : All THREAT TYPE : All
RA VT, F/~. BRE. 74 . |
S — »
\I |/ &g z_ 9 { j 1# (ﬂ“ L/ i d D Name Ty Values Types Source T Confidence Ty
A o
G IoC - https://www.bankofnedrask... ~https://www.bankofnedraska.com/tag?u... &’ url Azure Sentinel 100
l:‘ loC - www.hostpr.co www.hostpr.co B domain-name Azure Sentinel 85
75 1) A 2 T 4Ba 0 -
—_ |\ )L |\ ) 7 L/ H loC - 131.45.33.10 13145.33.10 3 ipvd-addr Azure Sentinel 60
} ~ ny ll\E
*EEG 7(_\ [ 73 — ‘:’ Custom Threat Intelligence AEA2A2BFEOAC522DA152D481E34E4FAS... [ file SecurityGraph 100
LT OEGBREIERET S0
as d\ y q: =~ D Custom Threat Intelligence S9AE1D57C6199629A77C117B7EF05B7C... [ file SecurityGraph 100
AL
12 \z % i g o ‘:’ Custom Threat Intelligence 1304620C3EBD23A48DA15D7DBEI639D... [ file SecurityGraph 100
D Custom Threat Intelligence 658A2C2D9F76EFOFC43A4BB8E28427B6... [ file SecurityGraph 100
D Custom Threat Intelligence 8DE4B273D61AAATED76CDE3ET708E2C... [ file SecurityGraph 100
= —_— > o > > \
Ig@% '5!24 ‘/ T U s‘/‘ T ‘/ £ 7 D / ( /r 9‘ —_ (] custom Threat Intelligence 4118BFE7CAC599CB88694AF49C34BBDS... [ file SecurityGraph 100
0) g E}J{ | :70 I/ ,r 7\\ \\J 7 E{%% L/ t_ 7 —_— |\ |:| Custom Threat Intelligence E4E759221D3E2DAEIDFC34938576AE38... Ii file SecurityGraph 100
D Custom Threat Intelligence 58A4D8FAES53F59DB84CC35C2A0AES0... | ] file SecurityGraph 100
E gﬁ{% l_/ i d ° ‘:’ Custom Threat Intelligence AD573D5FB7972A01C65FIAT6A3DIBFOE... [ file SecurityGraph 100
D Custom Threat Intelligence 3A51BEF83823D35CB67313FADGCTA7IF... [ file SecurityGraph 100
[T ciictam Threat Intellinence F71AN5AA2CATRFAFCTNFNGFIRAF39N38 [N file SeciirituGranh 100
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Create New Watchlist Wizard

General Source Review and Create

CREATE FROM:

SOURCE

Local File Remote Storage

EXISTING DATASET: @

201806 Refresh Files.xlsx

SELECT A TYPE FOR THE NEW DATASET:

Generic CSV File with a header (.csv)

PROVIDE AN OPTIONAL DESCRIPTION

© Local uploads are one-time uploads.

NUMBER OF LINES TO SKIP IN 1
SOURCE FILE

Previous Next: Review & Create

PREVIEW (First 250 rows)

TimeGenera ted

/1

ADMINISTRATOR

ADMINISTRATOR

ADMINISTRATOR

STRATOR
STRATOR
STRATOR

QL

Accoun tType
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& Micrasoft Sentinel | Threat intelligence

Selected workspace: ‘rybersecurityscs

Ganeral

@ Overiew

& Mews B puides

£ search [Froview]
Theeat management

B Inzidents

@ workbocks

© Hunting

B motebooks

& Endity biehaviar

) Threat intelligence

% MITRE ATTECK (Preview)
Cantent management

B Content hub (Preview)

& Repositories (Preview)

& Community
canfiguratian

B Data carnectors
& fnalytics

=

I3 Automation

£ tettings

/?feature.customportal =falsesview/Microsoft_Azure_Security_Insight

ainhtenuBlade,

Threatintelligence/id %2 Faubscrniptions’

Od-38d7-4106-91db-ScheBde01

B Search resources, senvices, snd docs [G+)

" ) pefresh 4 addrew 15 enpen w8 = Cohumes ] Theeat intellig
© 258 mpon using e 9
I aler Mansge file imparts N

mpart using Tl salutians

| £ gemo hunt Typ= - All Source : All Threat Type : All Conddence : AN Expiring Before : All
O mame * Values Types Source T4 Confidence T4 Alerts  Tags
D Microsaft Identified Botnet [metwork-trafficsnc_refvalue = “192.168.221.437 & Other Microsoft Emerging T, 100 o demo hunt
[ icrosaft icentiSed Batnet  [netwerk-rafficsre, refvalue = 10.200.120.183) & Othor Microsaft Emenging T... 100 o demc hunt
[ Microssht igentitied Batret  [retweck-traffcsee_refualue = 10.92050167) & Other MicrossM Emerging T 100 o demo bunt
[ Microsoft igentied Batret  [network-trafficsrc_refualue = 10227196161 & Other Microsof Emenging T, 100 0 demo hunt
[ ipadddress-uct:a 10.25.98.192 Bl ipud-addr  Microsaft Sontinal E] 10345 domo hunt
D Microsaft igentified Mahware | TB602468A1682780F0530433C0TBDOS6TTE. [ file Micresaf Emenging T, 75 o demio bunt
D Custom Threat Imtelligence 01385F1G000EITISISDICIFSETDNADTEICD.. [ fie SECUNTYGrEah 100 o demo hunt
[ Microsaft identiSed Phishing  hitps:/fabiprepaid failspintoys comhomavanita & url Bing Safety Phishing L 100 o domo hunt
[ kncwn suspiciaus i# 10.85.108.248 B ipvd-adde  Micresaft Sentinel 75 020 demo bunt
D demoig 10,38.150:54 B ipwd-addr  Migroseft Sentinel 75 [/ demo hunt
[ e mdicates 10.38.155.239 B ipus Azure Semtingl 75 o demo hunt
[C] ticrosaft icentiSed Mshware  1AEGS13280360E519CCE2FAGR51AZ362E1116,. & Multiple  Microsof Emerging T, 75 o demo bunt
[ custom Threat intelligence  htpupd.fourtheotfee.com task/2009-06/28/1., & url SecuntyGraph 100 0 demo hunt
[ rcustom Threat imtalligance  htp:twocdgrovebank com:a, <86 540 & ul 100 o demo hunt
[] custom Threat intelligence 10148160720 B ipd-acddr 100 o demo bunt
[ custom Threat Intelligerce 101521120720 B ipwdeaddr  SecuntyGragh 100 0 demo bunt
[ Microsaft identised Mabware  1AEES13250360E513CC62FEEES 1453621116, @Y Multiple  Miorosoft Emeeging T 75 o demo hunt

Mext

uEEA

Threat type

Botret

Botnet

Msivare

Maware

Phizhing
aneenakous-sctivity
ancmalaus-activity
malicious-activity
Mabware

Mahwane

Mabware

Mabware

Mahware

Mawars

=00 v--
Condidence

Values
sre_refvalue

Theeat types
Botret

Hame
Miicrasoft K entified Sctnat

canfidence

vahe =

Created
Sat, jul 23, 2022,

;08104 AN COT

Valld i
Sat, Jul 23, 2022, B

52 AM CDT

Created by

2Fresourcegroups%2FsociiFpr..

Alerts (1)

Microsoft Identified Botnet

Description
MSTIC HomeyPok: An attacker .
brute force attack te gai
Service of gevice

Revaked

Source
Micresaft Emergng Theeat Feed

Kill chains

walid from

Sat, Jul 23, 2002, 3:08:06 AM COT

Modified
Sat, Jul 23, 2022, 31057 AM COT

identity--g7.adabad-c743-4ac3-c00- THEEE0636004

E12(FISON T 7 A U BA D7 —2 —%—FET

Import using a file X

sentingl allows bulk import of indicators from a flat file, The indicators will make it into your
Threzt Intelligence Log Analytics table and will also show up in the Threat Intelligence repository
of Sentinel.

File format

[esv ~

Indicator type (O

| File indicatars ~

Te ensure complance wath our Threat Intelligence schema, please create your file fram the
provided template. Once your file is ready, you may upload it below.

Upload a file

The allowed file size limit is S0MB.

@D

Drag and drop the files
or
Browse for files

Source (1)

If there are invalid indicators

Impart the valid indicators

O Don't import any indicators
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Externalindicatorkd

ExpirationDateTime [UTC)

Indicatorld
Threat Type
Active
MabwareMames
TheeatSeverity

» Tags
TraMieLightPratocollevel
DomainName

Tune

%0

Indicator froan ThreatStream

3131209

01-08T19:30:16. 1162
492 2BBFETEETFDTABODS
Watchlint

true

n

g

[ “http-/fcylance.com/asset

white
northropgmamman.net

Threatintelinence ndic satar

s/Cleaver/Cylance-Operation-Cleaver-Report.pdf”
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O Threat inelligence

Configuration
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& ™

A2V =3 —RRELTERRLET

vk adde




® Microsoft Sentinel | Threat intelligence

Selected workspace: 'Contoso’

2 Search (Ctrl+/)

General

@ Overview

@ Logs

& News & guides
Threat management
i Incidents

@ workbooks

~

2 Hunting

ot

& Notebooks

" Entity behavior
&) Threat intelligence
Configuration

sif Data connectors
& Analytics

B watchlist

Automation

of

Solutions (Preview)

Community

4 8 B

Settings

00

Tl alerts

M 24.3K

Tl indicators

LN o —52 —Z{ERL 2

Home > Microsoft Sentinel

£ Search by name, values, description or tags

Type : All Source : All Threat Type : All

Name Ty Values

ipvd-addr Indicator 88.88.88.88

ipvd-addr Indicator 0.0.0.0

ipvd-addr Indicator 1111

ipvd-addr Indicator 0.0.0.0

test-name 0.0.00

domain-name Indicator  soc.com

OoDooopoooogoodg

< Previous

ipv4-addr Indicator

phish_url: http:/fwww....
phish_url: http://nac.o...
phish_url: https://alph...

phish_url: https://deci...

phish_url: http://paypa...

phish_url: http://payita...

5.199.130.188

http://www.paypal.email-...

http://naoc.anlinebrformi...

https://alphagympark.co...
https://decide-baker-bab...
http://paypal-recavery.se...

http://payitaltpaynepal.c...

Columns @ Threat intelligence workbook P Guides & Fes

%3

Tl sources

Confidence : All

Types

B
B
-}

-

@

=

@

=

@

&
&
&
&
&
&

ipvd-addr
ipvd-addr
ipvd-addr
ipvd-addr
ipvd-addr
domain-name
ipvd-addr
url

url

url

url

url

url

Valid Until - All

Source Ty
Microsoft Sentinel
Microsoft Sentinel
Microsoft Sentinel
Microsoft Sentinel
Microsoft Sentinel
Microsoft Sentinel
Microsoft Sentinel
test

test

test

test

test

test

Conf

-

&) phist

0
Confidence

Values

url @ ht
Tags

+

Threat tyr
malicious:

Descriptic
T51D: 532
Unified La

Name
phish_url:

Revoked

Confident
0

Source
fest

[ T

New indicator

Types *

| domain-name

Domain *

| baddomain.com

Tags
+ Add

Threat types *

| attribution

Description

| malicious domain

Name

| Malicious domain

Revoked
]

Confidence
- O

Kill chains @

Valid from *

| 07/13/2021

Valid until

| MM/DDAYYYY

Created by
 — :



BRA VTR —" 3T L3

>BRAVOT—R—IXT%&
FFdE. ThozTL—T1
LTRO2GPI YT,

—

SUHEEDA VYT MNMI@EET S
IBiEIC4 & ERALEYT

> BRA 20— —% (@Rl
TS B BEHD
12O —3—%ERLT
IANTIZ—EILE2 T LET

Home Mi entin

® Microsoft Sentinel | Threat intelligence

Selected workspace: 'Contoso

) S

(cti+)

.

General

@ Overview

# Logs

& News & guides

Threat management

& Incidents

M workbooks

€ Hunting

& Notebooks
Entity behavior

&) Threat intelligence

Configuration

Data connectors
Analytics
B watchlist
e Automation
Solutions (Preview)
& Community

£F Settings

/1
QL

0o W 24.3K

Tl alerts Tlindicators

Type : 3 selected

[m] Name Ty

] ipva-addr Indicator
\:‘ ipv4-addr Indicator
\:‘ ipv4-addr Indicator
\:‘ ipva4-addr Indicator

[ test-name

domain-name Indicator

\:‘ ipv4-addr Indicator

IP Report for IP addres...
File hash indicator for ...
\:‘ IP Report for IP addres..
[ ile hash indicator for ..
\:‘ File hash indicator for ...

\:‘ File hash indicator for ...

1-18

Confidence : All

3

a1658b%79357f174c83dc...

ok

Columns @ Threat intelligence workbook <7 Guides & Feedback

Source Ty
Azure Sentinel
Azure Sentine!
Azure Sentine!
Azure Sentinel
Azure Sentinel
Azure Sentinel
Azure Sentine!
Demo

Demo

Demo

Demo

Demo

Demo

Add tags

Tags

Incident ID: 1234

Valid Until : Al

I
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Compromise: |0C): By A S SIWE TN

\.
Home > Microsoft Sentinel Home > Microsoft Sentinel | Incidents >
2. Microsoft Sentinel | Incidents X Investigation X
Selected workspace: 'Contoso’
i 2 Search (Ctrl+)) ‘ K O Refresh @ Last 24 hours v =8 Actions @ Security efficiency workbook Columns ,é\j Guides & Feedback '9 Undo '\J
General = o
Open incidents by severity . - . . - P .
. e I | e .
. & 497 2= 497 £%0 — i Preview: Multiple alerts possibly related to Data Exfiltration activity detected I High
@ overview Open incidents New incidents Active incidents 1 High (58) Medium (71) Low (356) Informational (12) Incident Severity
@ Logs .
. = , 5 = Preview: Multiple alerts possibly relat... f .
@ New O Search by Wiero i | : ~ More (3 ] e . .
ews 8 guides ‘/) Search by ID, title, tags, owner or product ‘ QY ‘ Severity : All ore (3) Bl | ident ID: 256067 S New & Una55|gned @ 8/28/2022, 9,30.30 PM
) search (Preview) Status Owner Last incident update time
p — o
(® ) Auto-refresh incidents & Unass... v/ New v | High Vv
BeTomana i Owner Status Severity 3 _
e — " D Severity Ty Incident ID Ty Title Ty Alerts R o] 141.178.71.77 lg
& Incidents 0 h bl it — - Description e Timeline
- Ko 25000 Imposstbletraveltd atpicallocat,,: 2 This fusion incident correlates multiple alerts that @ st s +
Workbooks = . = could be potentially associated with suspicious Geockm Address
; 2 5 r 4 seackang Rkt
u I High 26063 reicw: Multile slets possibly ! data exfiltration activity. The alerts included in the e 141.178.71.77 C?
© i . ' yzing dif Info
Hanting, O I High 256068 Preview: Crypto-mining activity fol.. 2 Iocirlent can e used for analyzing aiftest i —
J techniques used by adversaries including EriendlyName
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Home > Microsoft Sentinel workspac Microsoft Sentinel

2. Microsoft Sentinel | Analytics =

Selected workspace: 'contoso77'

(Ctrl+) ‘ « = Create v Refresh Del
General Rules by severity A
4116 i caore
© overview Active rules 1 High () Medium (64) Low (41) Informational (3) About analytic rule
P Logs
& News & quides Active rules Rule templates @ (Preview) TI map Domain entity to DnsEvent
Threat management 2 Search Severity : All Rule Type : All Tactics : All Data Sources : All Medium scheduled
. Sel Rule Type
& Incidents e He e
SEVERITY Ty MNAME Ty RULE TYPE Ty DATA SOURCES TACTICS .
& workbooks - i e e s R A . Description
- “  Identifies a match in DnsEvent table from any Domain 10C from T1
© Hunting Medium m Cisco - firewall block but success logon to Azure AD (9 Scheduled Cisco ASA + Bl initial Access

Data sources

& Notebooks (Preview) Medium (Preview) TI map IP entity to AzureActivity @© scheduled Threat Intelligence Platforms (Pr.. +1 (@ R Impact DNS (Preview)
J i i Vi - . 5 - DnsEvents  08/10/20, 03:11 AM
#* Entity behavior analytics (Preview) Medium m (Preview) Tl map URL entity to PaloAlto data O scheduled Palo Alto Networks +1 (D B Impact
. Threat Intelligence Platforms (Preview)
Configuration Medium (Preview) Tl map Domain entity to PaloAlto (Y Scheduled Palo Alto Networks +1 (@ B Impact ¥k Threatintelligencelndicator  --
Data cannactors Medium m (Preview) TI map Email entity to SigninLogs (D scheduled Threat Intelligence Platforms (Pr... +1 (@ M Impact
Medium m (Preview) TI map URL entity to Securityalert data (O Scheduled Microseft Cloud App Security +2 (0 B Impact et
i = eview] 3 L v d &) c o 2@
Analytics ) P Y Y PP y +2 L) m Imp: B Impact
18] Playbooks Medium (Preview) Tl map File Hash to CommanSecurityLog Event ® scheduled Palo Alto Netwarks +1 (@ B Impact
h Rule query
. . I . oy - ¥
& Community Medium (Preview) Tl map Email entity to Securityalert (Y Scheduled Azure Security Center + M Impact let dt_lookBack = 1h;
" - . 1A let ioc_lookBack = 14d;
Medium m (Preview) Anomalous SSH Login Detection L 1L Behavior Analytics Syslog B Initial Access — >
¥ Settings //Create a list of TLDs in our threat feed for lat
Medium (Preview) Tl map Email entity to CommonSecuritylog (D scheduled Palo Alto Networks +1 @ M Impact let list tlds = ThreatTntellisenceTndicator
Medium (Preview) Tl map File Hash to Security Event (O Scheduled Security Events +1 m Impact
P y Y P
@ ot
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Medium m (Preview) Tl map |P entity to AWSCloudTrail (&) Scheduled Threat Intelligence Platforms (Pr... +1( B Impact 0 @roarrIEdsnEEs T e sy T
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E) Tl map IP entity to AzureActivity
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Analytics rule details
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Severity Rule Type | IP address threat indicators matched to AzureActivity events e ‘
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Description Identifi in A Activity f Pl f Tl
- i .. N dentifies a match in AzureActivity from any 1P 10C from
Identifies a match in Azurebctivity from any IP 1OC from T o -
Data sources
Threat Intelligence Platforms (Preview) Tactics
Threatlntelligencelndicator  07/13/21, 04:00 AM | B Impac w ‘
Threat intelligence - TAXI (Preview) . 4
. . iy everity
Threatlntelligencelndicator  07/13/21, 03:30 &AM -
| Medium ~ ‘
Azure Activity
Azurelctivity  07/13/21, 01:30 PM Status

(@ Disabled )
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=. Microsoft
Selected workspal

[ P Search (Ctrl+/)
General
@ Overview
¥ Logs
& News & guides
Threat management
&= Incidents
‘ Workbooks
© Hunting
& Notebooks
<" Entity behavior

@ Threat intelligence

Configuration

Data connectors

Analytics
B Watchlist (Preview)
o Automation
4 Community

o Settings

Q

Activity

Calendar

%

Calls

Apps

Help

General
Accounting

Finance

Fiscal Year Planning
Strategy

2 hidden channels

a Tailspin Traders

Incident 133216: Alert from Azure Sec...

Incident 143566: Alert from Microsoft...

General

Hidden teams

&8 Join or create a team

General Posts Files Wiki Incident page v OneNote —+

If your site isn't loading correctly, click here

£ Search resources, services, and docs (G+/)

Microsoft Azure (Preview)

Home >

Incident

Incident ID 143566

Q Refresh {"@ Create automation rule (Preview)

Timeline (Preview)  Alerts Bookmarks

=. Alert from Microsoft Sentinel ASI Scheduled Alerts
BBS Incident ID: 143566

Entities

L Search ]
&4 Unassigned VvV New W Low v
Owner Status Severity
may2 @  Alertfrom Microsoft Sentin
Description

7:45 AM Low | Detected by Microsoft Sen

Alert from 2021-05-02T04:45:12.5400000Z AS| Scheduled Alerts

Alert product names
* Microsoft Sentinel

Evidence
A+ 10 01 Ro
Events Alerts Bookmarks

0 The investigation graph requires that your incident
includes entities (for example: user, host, IP, etc.). Use the
entity mapping option when defining your alerts. Learn
more >

Investigate

Comments

Timeline content : All

@ Meet v

alice@contoso.com

Severity : All

CONTOSO

X Scheduled Alerts

Low
Severity

eduled Alerts
V' More (1)

»

o Alert from Microsoft Sentinel ASI Scheduled Alerts

Description

Alert from 2021-05-02T04:45:12.5400000Z ASI Scheduled Alerts

Severity
Low

Events
Link to LA

Entities (0)

System alert ID
4db56869-d375-8e81-d

Time generated
05/02/21, 12:48 PM

Status
New

Product name

Microsoft Sentinel

Tactics (0)

Rule name
CustomDetails

Updates
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Anomalous Later. ovement Valid Accounts

Behavior Analytics (UEBA) T.Y & S EiE# R
LELE ‘ |
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L Search (Ctrl+/) ‘ «

General .

o o & 53
Overview Open incidents

= Logs

51 w2

New incidents

& News & guides

P
Threat management (@
& Incidents
‘ Workbooks

> Hunting

o
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Entity behavior

&) Threat intelligence (Preview)

Configuration

§5 Data connectors
Analytics

& Watchlist (Preview)

& Automation

-~ gguoououoggo

£ Community

£F Settings
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D T4 IncidentID T
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< Previous

) Auto-refresh incidents
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Suspected brute-force attack (LDAP)
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Ransomware activity
Atypical Travel
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Detect App bypass

Time series anomaly detection for tota...

1-50 [ Next» |

Active incidents

Severity : All

{"‘@ Create automation rule (Preview) @ Security efficiency workbook

Open incidents by severity
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Status : New, Active

Alerts

Product names

Microsoft Defender ...

Microsoft Sentinel

Microsoft Sentinel

Microsoft Defender ...
Azure Active Direct...
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Microsoft Defender ...

Microsoft Sentinel

Microsoft Sentinel
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Created time Ty

05/06/21, 11:46 PM
05/08/21, 10:13 PM
05/08/21, 06:53 PM
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Last update time .
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05/08/21, 05:53 PM

Oow
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Informational (5)
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= Impossible travel to atypical locations leading to Ran...
B Incident ID: 19005

&L Unassigned v New ~ @ High v
Owner Status Severity
MO proaaC e
* Azure Active Directory Identity Protection 1
* Microsoft Cloud App Security
Evidence
W NAD @2 Ao
Events Alerts Bookmarks
Last update time Creation time
05/08/21, 07:01 PM 05/06/21, 12:24 AM
Entities (2) Tactics (Q)
aa JeffL@seccxp.ninja -
B 52.210.179.58
View full details >
Incident workbook
Incident Overview
-
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View full details Investigate
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* Azure Active Directory

(YA T —45 2 A T % EIREJRE (&)
« Azure Active Directory7 4 TV T 14 T « {R:E
c Azure79 T4 ETae BEOY TR UTS 3rhb)
* Dynamics 365

Microsoft Sentinel All-in-Cne is aimed at helping customers and partners quickly set up a full-fledged Microsoft Sentinel environment that is

. M |Crosoft365 Defender ready to use, speeding up deployment and initial configuration tasks in few clicks, saving time and simplifying Microsoft Sentinel setup.

« 4 517 RirMicrosoft Defender Version: 2

There are two versions of Microsoft Sentinel All-in-One, v1 and v2. V1 has two flavors, PowerShell and Azure Resource Manager. V2 only has

. M |C|"OSOft /r \/ "j' /r 9\\ —_ U Z 7 %i@ Azure Resource Manager support for now. This page reflects v2, but you can find the previous version in the v1 folder.
* MicrosoftPower BI What does All-in-One do?
. M |Crosoft 70 a ‘\) T 7 |\ Microsoft Sentinel All-in-One automates the following tasks:

. Off|ce365 e Creates resource group

e Creates Log Analytics workspace
2 = N, = >3 S ° = e |nstalls Microsoft Sentinel on top of the workspace
s BRAVTUYVIVR - TIvNTr—LA P P
% * Sets workspace retention, daily cap and commitment tiers if desired
e Enables UEBA with the relevant identity providers (AAD and/or AD)

* Enables health diagnostics for Analytics Rules, Data Connectors and Automation Rules EA Deploy to Azure

* |nstalls Content Hub solutions from a predefined list in three categories: 1st party, Essentials and Training J

github.com/Azure/Azure-Sentinel/Sentinel-All-In-One
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ﬁ Summary 57 Pinned items (5)

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, financially motivated activity
group that uses OneMote attachments to deliver remote access malware. The alert
provides details about the suspicious process (OMEMOTE.EXE) that was launched
from a downloaded file {SalesLeads (1).onepkg) and its parent process (explorer.exe),
as well as the device's hostname (workstation8), OS version (Windows 21H2), and risk

is a link to a OneMote file named SalesLeadsUpdate.one that was uploaded by Ellis Turner a user in our
enterprise, to his personal OneDrive for Business account.

3 g ) . . . y 3 ) score (High). The alert also shows the device's last seen time, external and internal IP

The file was downloaded by Ellis Turner from clifferent devices and locations, including a Linux device, an i ; i

addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)

Exchange Cnline server, and two Windows 10 devices in Washington and San Jose. The file was also sent ) . )
and is onboarded to Microsoft Defender for Endpoint (MDATP).

as an attachment in an email with the subject "New Leads Update!" from Ellis Turner to Devon Torres,

another user in our enterprise.

Devon Torres clicked on the link from the email and launched his browser to open the file on his Attack Steps
Windows 8 device named workstation8.contoso.com. The process that initiated the browser launch was
Outlook.exe, The account dtorres@contoso.com was involved in a series of suspicious actions on

the workstation8 host, indicating a possible compromise by a malware campaign.
Sources

Mt BT The following attack steps were observed:

Malicious OneNote package file downloaded

Malicious scripts executed via WScript.exe

Attempted AMSI tampering and process injection

nfirm

Suspicious Microsoft Defender Antivirus exclusion and startup folder addition

Suspicious LDAP query and process discovery

Suspicious WMI process creation
[l Email: Look for presence... [Fl Origin Analysis: Determine how...

Suspicious PowerShell command line and script execution

p! Type "/" or ask anything about security
Attack Details

Malicious OneNote package file downloaded
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ﬁ Summary 57 Pinned items (5)

Alert Summary

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, financially motivated activity
group that uses OneMote attachments to deliver remote access malware. The alert
provides details about the suspicious process (ONEMOTE.EXE) that was launched
from a downloaded file {SalesLeads (1).onepkg) and its parent process (explorer.exe),
as well as the device's hostname (workstation8), OS version (Windows 21H2), and risk
score (High). The alert also shows the device's last seen time, external and internal IP
addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)
and is onboarded to Microsoft Defender for Endpoint (MDATP).

Attack Steps

The account dtorres@contoso.com was involved in a series of suspicious actions on

the workstation8 host, indicating a possible compromise by a malware campaign.

The following attack steps were observed:

Malicious OneNote package file downloaded

Malicious scripts executed via WScript.exe

Attempted AMSI tampering and process injection

Suspicious Microsoft Defender Antivirus exclusion and startup folder addition

Suspicious LDAP query and process discovery

Suspicious WMI process creation

Suspicious PowerShell command line and script execution

Attack Details

Malicious OneNote package file downloaded
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Continue your last session

Tell me about Defender incident 20259. z‘:::k:‘e A CELIE LA

The customer inquired about the Defender incident 20259 with Medium severity. The incident involved a Cobalt Strike is a penetration testing and
medium-severity alert for an unfamiliar sign-in attempt from IP address '136.49.226.136' in the United adversary emulation framework that was first
States. The incident was detected on 2023-11-02 18:36:24 UTC and involved an user named 'lvandenende'. released in 2012. |t was initially designed to...
The incident was at the Initial Access stage of the kill chain. The user was affected by the attempted sign-in

and the incident is still ongoing. The incident was reported to the customer by the agent. The customer

was asked to provide a summary of the incident. The agent provided a summary of the security incident.

Tell me about my latest
incidents.

These include unfamiliar sign-in properties,
multiple failed user logon attempts, threat
intelligence session, attack using AiTM...

Updated less than a minute ago

View all sessions =

Explore with Copilot
<% Featured prompts B Promptbooks

Threat actor profile Vulnerability impact assessment Microsoft Sentinel incident investigation

Get a report profiling a known actor with suggestions for Get a report summarizing the intelligence for a known Get a report about a specific incident, along with related
protecting against common tools and tactics. vulnerability and how to address it. alerts, reputation scores, users, and devices.

Microsoft Security - 58 Microsoft Security - 68 Microsoft Security - 78

< Ask anything about security, or type / for suggestions or * for promptbooks B




"} ESThEtEFa) T1ERA
L TEE T,
D FADTY VIEHEEZ T ETH.
D COHKFERREEICFLHFT.
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B logashell & [FATE A,

D AUV TU R 20259 DN THATL &0,

Tell me about Defender incident 20259.

3 steps completed 25s

Nov 2, 3:14 PM | 26.94s

Defender incident 20259 with Medium severity has a total of 1 alerts. 1 alerts were selected for

summarizing the incident.
Some alerts from the incident include:

1. Severity: Medium Start time: 2023-11-02 18:36:24 Description: Unfamiliar sign-in properties
relating to attempted sign-in, IP "136.49.226.136' impacting User 'lvandenende’

Here's a short summary of the incident:

The security incident occurred on 2023-11-02 18:36:24 UTC and involved a medium-severity alert. An
unfamiliar sign-in attempt was detected, originating from IP address '136.49.226.136' in the United States,
impacting user ‘lvandenende’. The incident is at the Initial Access stage of the kill chain.

Sources

Incident Page

&} Looks right (@ Needs improvement K Inappropriate
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toso | Microsoft Defender

Incidents > SAP financial process manipulation attack disrupted > Advanced Hunting

Advanced Hunting

> New query -+ Create new query

Schema ~

3

Microsoft Defender

~  AlertEvidence

~ Alertinfo

~  Anomolies

v ASimDnsActivity

v AWSCloudTrail

~  AWSGuardDuty

v AWSVPCFlow

~  EmailEvents

udAppEvents

~ DeviceF

Events
v DevicelmageloadEvents

v Change Tracking

~ DNS Analytics (Preview)

~ Azure Monitor for VMs

~ VMConr

<

Network Performance Monitor
v 5QL Advanced Threat Protection
SO Vulnerability Assessment

v Update Management

Qu

Gett

I

We N AW e

RunQuery (B Save
ery

search in ( Email
between

or Url in ([ doma

| project $table,

Initiating

ing started
Export

Timestamp (UTC)
Aug 01, 2023 2:45 AM
Aug 01, 2023 3:36 AM
Aug 01, 2023 3:36 AM
Aug 01, 2023 3:36 AM
Aug 01, 2023 3:36 AM
Aug 01, 2023 3:36 AM

Aug 01, 2023 3:36 AM

 Share

let domains = dynamic([someDomain.com’,

UrlclickEvent

r1Info,
(ago(188d) ..
([*domains’ 1)

in (['domains'])

now())

s°1))
estamp,
SHAL, Initiat

Query history

Table

DeviceNetworkEvent

DeviceNetworkEvent

DeviceNetworkEvent

DeviceNetworkEvent

DeviceNetworkEvent

DeviceNetworkEvent

DeviceNetworkEvent

tionType,

ngProcessACco

main.com’,

Sy

eferrerUrl in (['domains’])

Name

Action type

ConnectionFailure

ConnectionSuccess

ConnectionSuccess

ConnectionFailure

ConnectionFailure

ConnectionFailure

ConnectionFailure

iceNetworkEvent

* someDomain. com

F

celd, DeviceName, RemoteUrl,

8 items

DevicelD

6873-0r76899871..

6873-0r76899871

6873-0r76899871

6873-0r76899871..

6873-0r76B998T1

6873-0r76899871

6873-0r7HB99871..

ileEvents,

1

Initiating!

ocess

DeviceName

3 karla.d-pe

2 karlad-pc

O karla.d-pe

2 karla.d-pc

2 karlad-pc

O karlad-pc

3 karlad-pe

DeviceEvents, BehaviorEntities)

leName, RemoteIP, RemotePor

(@) Chart type v

Remote URL
hitps://By3bmy6Syauv.
intranet-hast.cc
intranet-host.cc
intranet-host.cc
intranet-host cc
intranet-host.cc

intranet-host.cc

D Security Copilot 3

F) Security Copilot
Aug 01, 2023 241 AM

Here's a query to search for other other
connection attempts from I0Cs associated
with ‘Cosmic Lynx:

let domal

dynanic(

D
o
3 Timestamp between (ago(18ed)
fow())
’ 4 and (RemoteUrl in ([*domains
5 or FileOriginUrl in ([*demains'])
6 orF ferrerlrl in

([*domains"])
7 or Url in ([

8 Customize color v

Remate port )
433
Aug 01, 2023 241 AM
433
Show only successful connections
433
- Generating query.
433
433
433




Microsoft Intune @ Copilot for Security
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Sherrod DeGrippo
Microsoft Intune & & © CONTOSO

TNA ZADTERIAVTHFRAMNEANTIET S - - e - g

@ Home Devices | Configuration
|] C‘.’.ﬁbt \(—ct") ’:_ ’f\‘\ _NJ\\ |\
B Dashboard
Monitor: Poficies, {ImportADMX Create a policy that blocks users from using any
' %‘ l i | pevices Overview removable storage devices on Windows 11 laptops
— — LJ\ 5 e All devices Create () Refresh L Export Columns v @) Security copilot 128 policies
Here is the Intune configuration policy that blocks
©  Endpoint security Manage devices [ Search Pthoan AN LY users from plugging in any removeable storage
h devices on Windows 11 laptops:
A Enrollment
{1 Reports Policy name T Platform Policy type Scope tags v Setting T Val
L 7 I Ei / > Configuration
- S Users A Work Lay Intune Personal Windows
mpliance ¢t
3, \-I“n Complianc v Administrative Templates
@ Groups T T Brooklyn-Off Co-managed Corporate Windows

v System > Removeable Storage Access

'/ \\ Bart-Office Intune Personal Windows
W a I % / & Tenant administration Scripts
d\ j Brooklyn-Off Co-managed Corporate Windows All Removeable Storage classes: Deny..  En.

Windows 10 updates

I 8  Troubleshooting + support
J— J— 7— \ q: e Cameron-Work Intune Personal Windows
I {05/iPadOS update . . ==
i Work Intun orporat Windows
—_ L “ I N > “+ Show related admin centers eSIM cellular profiles (preview) e Apees i & 9
~ J /1N / J bt DESKTOP-DBBAGTC Intune Personal Windows
olicy sets v
(_ % I |\\~ ’r |\ 0) SKTOP-OMMTMA} Intune Personal Windows
~ 1= L/ ¥ RARA Y ol s spon eScTop-veRCTS p— Windows
RSEE % (&1 . LET e
& (-]

her-Main Intune Personal Windows
SH-21H1-G2-1 Intune Personal Windows
11-G2-3 Intune Personal Windows

~ =y fhe HOLOLENS-9VQCE Intune Corporate Windows
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Microsoft Entra @ Microsoft Copilot for Security

Microsoft Entra admin center R Search resources, services and docs I @ copilot Connie(wor:ITs;)Sg

7,( 7_—\\ YTATA U A 7 Ojiﬂiiﬁ@gﬁﬁ A Home i T Security Copilot wiew (] 21 X

PBA AP URIOHD1I—F—%RHEL. sigh-inev%nts o - | | y
[1BH] #EB#EL. 7HOV MNERET D | e e T G e

*

i v
Favorites Why was Adriana Giorgi forced to MFA

Got feedback

' —_ S \ \ * > Identity AN The user was attempting to access the
7— &) 1 E N % b ‘\ 9 (I ~ Y [R (ﬁ IlJ\ l/ t_ ) ') Copilot can help troubleshoot X Mlcr?soft O.ffl.ce 365 Admin portal. Th|s
= @ overview application is in scope of the Conditional
| Ig E a: i d access policy 'Require MFA for admin
I K Users v portals' which requires all users requesting
Date : Last 24 hours X Show dates as : Local % User contains : Adriana Giorgi access to satisfy MFA.
v
" Groups Authentication requirement : Multifactor authentication (R View sign-ins
&) Devices v 2 2 : : ; s g @ s i : ! t 4 4 9

User sign-ins (interactive) ~User sign-ins (non-interactive) ~Service principal sign-ins Managed identity sign-ins

— - ~ —_— ~ » \ﬂ\% "
h ’ ~ — Appl Vv
; )I/ / :— 7 4 / ’/- 0)1 1 4 ppiications Date T Requ.. T User Ty Applic.. T, Status T. IPaddress T, Location T
o )

Roles & admins Ve

&

6\0

= N, = * |\ < - 1< 08/24/2023, 7:56... bd008295.. Adriana .. Salesfo..  Failed 131.107 Redmond
N —
BaADPAVTHFANT, 79X -KRYY—D . 9
ifing 08/24/2023, 7:56... ff3f5f53-f Adriana Salesfo Failed 167.220 Bellevue
N o 7 — ~ — —
*yvITx2RBOF, 7ATT4T4 T—7
‘v J / ,r ,r €3 Settings et 08/24/2023, 7:56... 683a2c9c... Adriana Salesfo Success 131.107... Redmond.
7 Ze&
D EQE}EJZ L/ FﬁMOD*EZKE J: ) E < =x A Protection v 08/24/2023, 7:56.. 167b3edo. Adriana Salesfo . Success 131,107 Redmond
N\
_u:&) é ' c‘:_ 75\ Zs % 35? o B ldertity asvenmne o 08/24/2023, 7:56... cd632fc0i Adriana Salesfo Success 167.220 Bellevue..
08/24/2023, 7:56. ada26c12 Adriana Salesfo Interrupted  167.220. Bellevue..
gB  External Identities v
08/24/2023, 7:56... 35c8243e... Adriana .. Salesfo ... Success 131.107.. Redmond
. N < User experiences A
Kv2 f\l/ \\)LODI—\ sgi,i
- 2N
$ﬁt d‘ N X 3 Hybrid management v

3]

Monitor & health AN
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Microsoft Purview PREVIEW

Glliene  (7bbc3040) Data theft by departing users

M High severity  Risk score: 87/10¢

a Insider Risk Management

Activity that generated this alert
EpoFileCopiedToRemoteDesktopSession

Overview

N Alerts
| g 87/100 High severity | Sept 28, 2023 (UTC)
= 45 events: files copied through remote desktop session
2 Cases ts: Files containing sensitive info, including: Credit Card Number
O Ppolicies
Reduce alerts for this activity
& Users

B nNotice templates
P Summary Activity explorer  User activity  Forensic evidence

&  Adaptive protection (preview)
B solutions

Related
(21 Communication compliance
c

&) Data Loss Prevention

&) Information barriers

Security Copilot previes
y Copi

Natural language prompt

Find Mona Kane and Anne Keetings' documents and emails that contain the

rd ‘Reader’ within 10 words of 'Microsof

or the phrase 'MS Reader’ or the

o

Featured prompts  (F) Refine & Revert Al generated. Verity for accuracy. & v

ctor imported a resignation date for this user

rd ‘Reader’ within 2 words of 1

@ KL copied, Psste in the text box bel

D Security Copilot preview (3 5%

& Q Bob Dylan @ Summari
Alert summary
October 1, 2023 241 PM

The alert with Id:7bbc3040 is a high severity
Insider Risk Management alert involving
user Jane Doe
doe@ediscodf.onmicrosoft.com Lart 30 days (jdoe@ediscosdf.onmicrosoft.com) that was
detected on September 30, 2023, The policy
“Data theft by departing users” was
triggered when the HR connector imported
View all alert history a resignation date for this user on
September 25, 2023. The user was involved
in activities where files containing sensitive
info were copied to a remote desktop
session that led to this alert getting

User details User alert hist:

generated, The user is considered high risk
and has 3 alerts and 1 case associated with
them. This alert is in a confirmed state and is
being investigated by Bob Dylan. The alert
also has a case
“DepartingUser_Investigation™ associated
with it.

Keyword Query Language (KQL) result

ting R {Sender-"Mona Kar

e Keetings") AND ((Reader N




Microsoft Defender for Cloud @) Copilot for Security
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Home

P Search resources, services and docs

4 Microsoft Defender for Cloud | Recommendations

howin

Search

General

©Q Overview

{ Getting started
Recommendations

Q@ Security alerts

# Inventory

B8 Security explorer

@ Workbooks

& Community

£ Diagnose and solve problems

Cloud security
© secure score
© Regulatory compliance

U Workioad protection

Data governance (Purview/Maui)

Firewall manager

Management

Il settings

Security solutions

5 Workflow automation

Refresh &2 Switchtoclassic & Download csv report

Scope: © O Azre subscriptions 205 @
Active recommendations by risk

48 |55 1180 |1297] 3448

Critical | High Medium | Low N/A

Search Risk level : Critical

[ risk level T¢

[ | critical F

0O | citica ek pods o et
[ | critical ndpoints i

[ | critical QL databases should have
[ | critical API endpoints in Azure API M
[ | critical EC2 instance should use IMDS
(7] | Critical EC2 instance should

[ |} critical EC2 instance should n¢
[J | critical EC
[ | critical EC
[ | critical EC2 instance should not I
[ | critical
[ | critical EC2 instance should use IMD!
[ | Critical Management

[ | Critical Management f

ance should not hav

[ | critical EC2 instance should not have

Page | 1 of2 | Next>

AWS accounts 5 @ ¢

<

Openquery [ Govemance report

GCP projects §

Other metrics

O 216 61811

Affected resources

Active attack paths

Affected resource : 13 selected

Guides & Feedback

(5 342

Risk factors : Exposure to the internet

Affected resource
B mdc-demo-w2022
B mdc-demo-w2022
modify-resource
@ samplecrmesdemol
1> submitsession
B mdc-demo-w2022
1 1-09e4c865305675ec

! i-04e65c8f12mz75ec1

i-02e65438f0f5675ec1
1 i-03e6123ct0f5675ect
1 i-15ev7438d15675ec1
1 i-06es2438f05675ec1
1 i-07e65ht560f5675ect
1 i-01e6ty56{0f5675ec
1 i-06e34wB56a5i75es3

1 i-01e6k3uerfs675ect

Overdue recommendations

Risk factors

Exposure to the intermet

Exposure to the internet

Exposure to the intermet

Exposure to the mternet

Exposure to the intemet

Exposure to the intermet

Exposure to the internet

Exposure to the intermet

Exposure 1o the intermet

Exposure to the intemet

Exposure to the internet

Exposure to the mternet

Exposure to the mternet

Exposure to the internet

Exposure to the intermet

Exposure to the intemat

Copilot

Defender resource coverage
—
1 Fui 105 partiat 105

Status : All roup by

Attack paths 71

4
2 4
a 4
a 4
“ 4
3 3
3 4
2 1
a 1
“ 1
a 1
a 1
2 1
2 1

t covered 207
None

Status 1
Overdue
Overdue
Overdue
Overdue
Overdue
Unassigned

Unassigned

L]
L]
L]
L]
L]
°
°
@ Unassigned
® Unassigned
@ Unassigned
@ Unassigned
® Unassigned
® Unassigned
® Unassigned
® Unassigned
°

Unassigned

D security Copilot g x

Show critical risks to publicly exposed resources

Aug 01,2023 11:14 AM
13 publicly exposed resources require attention

There are 13 publicly exposed resources, each carrying
a range of potential threats such as unmanaged
workloads, human errors, misconfigurations, data
breaches, privacy and compliance issues, performance
degradation, and security vulnerabilities.
Here's a breakdown of the specific resources at risk

+ 9VMs with internet exposure and high severity
vulnerabilities
1 AWS S3 bucket that's publicly accessible, housing
sensitive data

1SQL with excessive internet exposure, allowing
basic authentication and containing sensitive data
2 API endpoints lacking authentication,
transmitting sensitive information

Focus on risks to sensitive data

Focus on risks to critic:

wulnerability

Focus on risks to lateral movement G

2 >



Microsoft Defender Threat Intelligence (MDTI)
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1

Home

Incidents & alerts

Hunting

Actions & submissions

Threat intelligence

Secure score

Leaming hub

Trials

Partner catalog

Assets

Devices

Identities

Endpoints

Vulnerability management

Partners and APls

Evaluation & tutorials

Configuration management

Email & collaboration

Investigations

Explorer

Microsoft 365 Defender

iy

= Threat actor January 17, 2020

& Mint Sandstorm

PHOSPHORUS, Charming Kitten, Newscaster, APT35, Parastoo

Description TTPs Indicators (83)

Snapshot

The actor Microsoft tracks as Mint Sandstorm (PHOSPHORUS) is an Iran-affiliated activity group, active since at
least 2013. Mint Sandstorm (PHOSPHORUS) is known to primarily target dissidents protesting the Iranian
government, as well as activist leaders, the defense industrial base, journalists, think tanks, universities, and
multiple government agencies and services, including targets in Israel and the United States. Mint Sandstorm
(PHOSPHORUS) focuses on espionage. The actor is known to obtain initial access from broad scale exploitation of
remote access devices to spear-phishing campaigns. Mint Sandstorm (PHOSPHORUS) also uses credential
harvesting to obtain access to official work accounts as well as personal accounts. Previous tooling observed
includes commodity malware, such as information stealers. The actor has also been observed developing custom
malware, including their phishing documents that use template injection to load malicious content. Mint
Sandstorm (PHOSPHORUS) has also conducted ransomware attacks against multiple organizations. Microsoft has
tied such ransomware campaigns to Storm-0270 (DEV-0270), a sub-group of Mint Sandstorm (PHOSPHORUS).
Mint Sandstorm (PHOSPHORUS) is tracked by other security companies as Charming Kitten and APT35. Mandiant
refers to modern day Mint Sandstorm (PHOSPHORUS) as APT42.

Taraestina Nataile
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Active CVEs

CVE-2022-47966, CVE-2018-13379, CVE-2021-
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