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1 2020 CIO Pulse Survey (May), PwC.
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As security becomes table stakes 

for digital business, IT and 

security teams are working more 

closely than ever to proactively 

identify threats and vulnerabilities 

across the entire IT architecture. 

Nearly all (96%) of organizations 

in the 2021 Global Digital Trust 

Insights study reported that they 

are planning to adjust their 

cybersecurity strategy due to the 

pandemic — up from 25% in the 

previous year.2

Cybersecurity threats are always 

evolving, and security is playing 

an increasingly critical part in how 

we do business digitally. 

Companies need to proactively 

identify vulnerabilities and 

mitigate risk across the entire 

organization. Collaborating on 

secure, endpoint protection 

strategies across device types—

including desktops, laptops, 

tablets and other devices 

employees use—means 

considering advanced security 

solutions, cloud-based 

deployment, and modern device 

The pandemic has fundamentally 

transformed the way we work, do 

business, and meet customer 

needs. Today, digital adoption 

curves aren’t slowing down, they’re 

accelerating.

The rise of hybrid work requires us 

to ask new questions, including 

how do we ensure our people, 

data, and endpoints are secure—

for the long-haul. Hybrid work 

represents a holistic shift for every 

organization, and one that requires 

a new approach to endpoint 

security.

Digital transformation and the 

changing workplace are shining a 

light on two intersecting trends: 

the variety and volume of 

endpoint devices, and the need to 

secure data and systems wherever 

they reside. No surprise, then, that 

more than half of respondents 

with PwC’s CIO Pulse Survey rated 

improving resilience in cyber 

security and privacy as a top 

priority.1

management tools. From chip to 

cloud, Microsoft Surface powered 

by Intel considers the most 

secure device capabilities 

available and continues to 

innovate to meet the evolving 

needs of customers.

Modern endpoint protection 

requires modern security 

approaches that take a layered 

approach, from the device 

firmware to the cloud—and 

across all phases of the lifecycle. 

Ensure your device security 

extends from inside the endpoint 

through deployment, 

redeployment, retirement—and 

at any access points to the 

endpoint device. In this e-book 

we provide an overview of the 

three main pillars that form a 

modern endpoint strategy. 



The UEFI is a mini-operating 

system whose job is to load the 

main operating system. The UEFI 

on most Intel equipped Surface 

PCs is developed and maintained 

proactively by Microsoft ensuring 

that updates are pushed out 

automatically with Windows 

Update for Business.3 This makes 

important security updates not 

only more timely, but also more 

likely to be applied. 

Beyond TPM and UEFI, built-in, 

hardware-based security features 

provide a more secure 

foundation.3 Intel Total Memory 

Encryption further protects data 

against physical attacks on device 

memory, such as cold-boot 

attacks. 

Modern Windows devices, such as 

Microsoft Surface, contain 

sophisticated, mature hardware 

and firmware designed for 

securing the device. These devices 

use the hardware-enabled security 

capabilities of Intel® processors, 

built directly into the silicon, to 

help protect every layer of the 

compute stack. An optimal security 

strategy takes advantage of a 

complete chip to cloud approach 

to endpoint security. 

Understanding the role of TPM 

and UEFI

The two device components most 

relevant to security are the Trusted 

Platform Module (TPM) and the 

Unified Extensible Firmware 

Interface (UEFI).

TPM is a crypto-processor that is 

resistant both to physical 

tampering and the efforts of 

malicious software to change or 

interfere with it. TPM can generate, 

store, and control the use of 

cryptographic keys. It also quickly 

and easily encrypts your data, 

enabling access only by authorized 

individuals. 
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BY THE NUMBERS

5B
Number of threats 

detected on devices 

monthly.4 

3 Surface Go and Surface Go 2 use a third-party UEFI and do not support DFCI. DFCI is currently available 

for Surface Pro 7+, Surface Laptop Go, Surface Book 3, Surface Laptop 3, Surface Pro 7, and Surface Pro 

X. Find out more about managing Surface UEFI settings.
4 The evolution of Microsoft Threat Protection June update, Microsoft Security Blog, 2019.

#1 Endpoint security begins with hardware

Make sure your 

endpoint devices 
have security 
considerations at 

the hardware level 
to efficiently to 

mitigate an 
increasingly critical 
vulnerability point.

KEY TAKEAWAY



driver-level rootkit that used 

encrypted NTFS alternate data 

streams for storage. To counter 

this threat, Surface devices 

equipped with Intel use an 

industry standard called 

Measured Boot. This is a process 

that can run before the loading of 

an anti-malware product, 

providing further assurance that 

the boot process hasn’t been 

compromised. In addition, Intel 

Boot Guard helps further protect 

the system’s pre-OS environment 

from viruses and malicious 

software attacks. To prevent 

planted malware from 

compromising the OS, Intel OS 

Guard can restrict the operating 

system from directly executing 

application code.

Starting up safely

When a PC with UEFI and TPM 

boots up, the bootloader is 

checked for a digital signature with 

a trusted certificate from among 

those stored in the TPM. This 

process is called Secure Boot, and 

it is designed to prohibit 

unauthorized software from 

running at boot time. 

Device manufacturers typically 

preload the TPM with their own 

certificates, that of the UEFI author, 

and those provided by Microsoft. 

Certified-for Windows PCs must 

have Secure Boot enabled by 

default in order to be certified. 

These measures provide 

substantial protection against 

boot-stage malware and 

tampering with boot software. 

These dangerous and mostly 

invisible exploits continue to be 

found in the wild.5

Boot-stage protections don’t stop 

there. Attackers may also attempt 

to compromise a device with 

malicious software designed to 

launch in the early stages of 

Windows boot. One example of 

this is ZeroAccess, a Windows

3  P il la rs  of  Mode rn E ndpoint  S e curity

BY THE NUMBERS

450.2M
Total shipments for PC 

devices in 2020, including 

desktops, notebooks, 

workstations, and tablets.6 

5 Dark Reading, October 2020.
6 The Surge in PC Shipments Is Not Over with Solid Growth Expected During the Holiday 

Quarter and into 2021, According to IDC,” IDC press release, December 2020.

Advanced malware 

that runs before the 
OS boots is a real 
threat and can be 

difficult to remove. 
Best practices and 

the latest in security 
technology, like 
that found in 

Microsoft Surface 
devices equipped 

with Intel, can 
prevent it from 
infecting in the 

first place.
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https://www.darkreading.com/threat-intelligence/rare-firmware-rootkit-discovered-targeting-diplomats-ngos-/d/d-id/1339110
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Manager (SCCM) let you manage 

this process while getting updates 

to users as quickly as possible. 

The same considerations mean 

that you should make a practice of 

retiring old and insecure products, 

and replace them with modern 

versions, like Microsoft Surface

The importance of being up 

to date

Updating operating system and 

application software is a crucial 

part of any well-designed plan for 

endpoint security. Windows 

Update for Business and Microsoft 

System Center Configuration

devices to replace older endpoint 

and Office 365 to replace older 

software versions. Modern devices 

and software are automatically 

kept secure and up to date.
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#2 Strengthening access control 

Something you know:

Usually a password.

Something you have:

Can be a digital certificate, 

smart card, or some other 

hardware token.

Something you are:

A biometric, generally a 

fingerprint or facial 

recognition.

The classic factor types are:
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For most organizations, the 

primary protection for employee 

devices is a password. It has been 

clear for a long time, however, that 

passwords are not the best 

solution to the problem of 

authentication creating easy points 

of entry for attackers.

New technologies make it possible 

for passwords to be required 

rarely, if at all. Eventually, you 

should be able to remove 

passwords from your identity 

directory entirely – eliminating 

significant vulnerability. 

Authentication is stronger when it 

involves more than one 

authentication factor, and in 

particular, more than one type of 

factor. 

Multifactor authentication 

dramatically reduces the risk of 

many forms of attack, including 

phishing, a common method for 

attackers to gain initial entry to a 

network. 

A variety of other established 

methods provide strong 

authentication without the 

limitations of passwords. 

These include biometrics and 

smart cards.



Biometric Authentication –

Unique to You

Biometric authentication products 

are growing in sophistication and 

availability. Microsoft Surface 

equipped with Intel® includes 

Windows Hello for Business, which 

provides the option of 

authenticating the user with either 

a biometric or a PIN. These 

credentials are tied to the device 

and stored in the TPM. The 

availability of using either a PIN or 

biometrics means that if you can’t 

use the biometric (e.g., you have a 

bandage on the finger used for 

fingerprint recognition) you can 

use the PIN instead. Note that 

Microsoft stores no biometric data 

in the cloud.

To access a device protected by 

Windows Hello for Business, you 

must have device present and 

either the PIN or biometric. PINs 

are typically unique to each device, 

avoiding the use of the same PIN 

on multiple devices—limiting the 

damage that can be caused by a 

compromised PIN. 
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$14B
Value of the global endpoint 

security market in 2020, with 

8.0% CAGR projected during 

the period of 2021-2026.7 

7 Endpoint Security Market – Growth, Trends, COVID-19 Impact and Forecasts (2021-2026), Mordor 

Intelligence, 2020.

Biometrics are a 

strong form of 
authentication. You 
may forget a 

password or lose a 
hardware token, but 

you always have 
your face with you.

KEY TAKEAWAY
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8 Third Annual Study on the State of Endpoint Security Risk, Ponemon Institute, January 2020.

Smart card and FIDO 

authentication 

The strongest form of “something 

you have” authentication is a 

cryptographic hardware token. 

These inexpensive devices contain 

crypto-processors that sign data 

digitally with a secure private key. 

The key is then validated by the 

system with the corresponding 

public key. A laptop or other 

device protected in this way 

cannot be used without the 

hardware token. This approach 

mitigates concerns that arise when 

a laptop with unencrypted data is 

lost or stolen.

It is possible to use a digital 

certificate stored on a portable 

device, like a USB key, as an 

authentication factor, but the state 

of the art in this space is in small 

BY THE NUMBERS

51%
of organizations say they are 

ineffective at surfacing 

threats because their 

endpoint security solutions 

are not effective at detecting 

advanced attacks.8 

FIDO devices 

require the user to 
have the device 
present, but they 

are the cutting 
edge of inexpensive 

authentication.

KEY TAKEAWAY

hardware devices using the Client 

to Authenticator Protocols (CTAP) 

standard to connect to the system 

via USB, and the FIDO2 

authentication standard. FIDO 

(“Fast Identity Online”) standards 

are defined by the FIDO Alliance, 

an industry association whose 

mission is to develop 

authentication standards as a 

more secure alternative to 

passwords. 

Many companies supply FIDO-

certified products. Some of them 

incorporate a fingerprint reader, 

thus allowing for easy “something 

you are” to go with the key’s 

“something you have.” Surface 

devices equipped with Intel, 

Windows Hello, and Windows 

Hello for Business are certified as 

FIDO2-compliant.
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Endpoint security is a concern 

throughout the device lifecycle 

from deployment to retirement. 

Deploying and managing 

hardware devices used to require 

that IT develop and maintain 

system images for every device 

type they supported. Then, for 

each individual system, a 

technician in-house or at the 

device maker had to wipe the hard 

drive and apply the proper 

operating system image to it 

before sending it to the user, 

ensuring that the approved 

software and policies were set.

Deploy devices from anywhere 

Intelligent cloud services make this 

time-consuming step unnecessary. 

Windows Autopilot, for example, 

automates all stages of the device 

lifecycle, for IT and users. The 

device ships straight from the 

manufacturer to the customer. The 

security process begins when the 

equipment is purchased and the 

hardware vendor sends a file 

containing the hardware IDs of the 

new equipment. IT uploads these 

IDs into the Windows Autopilot 

deployment service using an 

Active Directory administrator 

account and claims ownership of 

those devices for the 

organization. Deployment profiles 

are created in Autopilot and 

assigned to the devices.
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8 Third Annual Study on the State of Endpoint Security Risk, Ponemon Institute, January 2020.

#3 Managing the endpoint lifecycle 

BY THE NUMBERS

$8.96M
Average cost of a successful attack 

against endpoints due to loss of IT 

and end-user productivity and 

theft of information assets.8 

Maintaining system 

images is a burden for IT 
regardless of security 
concerns. Cloud-based 

deployment speeds the 
process while enhancing 

device security.

KEY TAKEAWAY
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Using Microsoft Intune, IT also 

can wipe a device clean, either 

because it was lost or stolen or to 

assign it to a different user. After 

the wipe, it is reset to the out-of-

box experience, at which point 

proper credentials are once more 

required for set-up.

Swift and simple setup

Setup begins when the user 

receives the device and connects 

to the internet. Windows Autopilot 

recognizes that the device belongs 

to your organization and delivers 

the setup experience created for it.  

At this point, the device is set up 

with Microsoft Intune for 

management. Intune begins to 

push policies and software to the 

device. Many of the typical 

questions, such as those having to 

do with configuration and 

registration, are bypassed because 

the deployment profile has 

answered them already. With just a 

few clicks, the device is ready to 

use and many of the common 

avenues of attack on the system 

have been avoided.

Streamlined security with setup

If the hardware allows it, as with 

Intel® equipped Microsoft Surface 

PCs, IT can enable or disable 

individual features as part of the 

setup. This includes the cameras, 

Micro SD card, Bluetooth, LTE, 

whether the computer can boot 

from a USB device, and many 

more. In Microsoft Surface 

devices, this capability is called 

Surface Enterprise Management 

Mode (SEMM). This approach 

minimizes the impact of remote-

access trojans and other methods 

that enable attackers to take 

control of device components. 

All phases of the 

product lifecycle are 
opportunities to 
strengthen endpoint 

security. The best tools, 
like Windows Autopilot 

and SEMM included in 
Microsoft Surface PCs 
equipped with Intel, 

allow IT to automate 
robust security practices 

across each phase.

KEY TAKEAWAY
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Finding your
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talented and resourceful hackers 

can be defeated. The way to do 

this is to put impediments in their 

way at every step. 

At the endpoint, you do this by 

managing the device thoroughly 

from the beginning of the lifecycle, 

removing privileges not needed by 

the user, applying updates to all 

levels of software promptly, and 

encrypting data both in transit and 

at rest. 

Modern endpoint systems and the 

software for managing them make

The IT industry has learned the 

hard way that there is no 

substitute for defense-in-depth. 

Implementing hardware-based 

security is a widely recognized best 

practice to augment software-only 

based approaches. There should 

be no one thing that can go wrong 

that results in the compromise of a 

system or important data. Better 

still, there should be no two things 

that can go wrong, and so on.

Even the most secure enterprises 

can be penetrated, but by the 

same token, even the most

such control practical, without the 

need to restrict users’ ability to get 

their work done. Microsoft Surface 

PCs equipped with Intel and 

management systems like 

Windows Autopilot are examples 

of the state of the art in such 

technologies. 

Nothing connected to the Internet 

is impregnable, but modern tools 

and best practices enable 

businesses of any size to provide a 

high level of protection, both from 

sophisticated attackers and 

user error.

path forward 
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• Is the thief prevented from 

booting a new operating 

system from a USB drive?

• Are they prevented from going 

into the UEFI settings and 

changing them? 

Take the next step

From chip to cloud, Microsoft 

Surface PCs equipped with Intel 

processors offer built-in 

protection at every layer. You can 

be confident that you have the

Ask yourself these questions

• Are your current security 

precautions sufficient? 

• Do your devices include 

hardware-enabled security 

capabilities? 

• Are the hard drives on your 

laptops encrypted at the 

device level using keys in the 

TPM? 

• Does signing in to the device 

require multiple factors? 

best, most streamlined 

implementation of security at 

every layer of the compute stack.

As an authorized Microsoft 

Surface reseller, we offer a range 

of devices, services, and support 

to help you deploy Surface across 

your organization. From financing, 

to deployment, to post-sales 

technical support and end-user 

training, contact us to design a 

solution that fits your 

business needs.

Contact: [Reseller contact info] Partner Logo Here
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