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Introduction

Introduction
The following Getting Started Guide is designed to walk ISVs new to the Dy-
namics 365 platform through the necessary steps to get started connecting 
their external apps with Dynamics 365 business applications. 

This guide is broken down into five sections: 

Becoming a Microsoft partner
First, it outlines the process to become a Microsoft partner, including regis-
tering for the Microsoft Partner Network (MPN) and Partner Center (PC). If 
you are already a Microsoft partner with PC access, you can skip this section. 

Understanding connectors
The second section provides an overview of connectors to help you under-
stand what connectors are and how they work, including a look at the Power 
Platform to provide context and clarity around the structure and available 
tools. 

How to connect
The third section walks through how to create and use connectors using the 
Power Platform.

Publishing a connector
The fourth section outlines how to publish a connector through an app in-
tegration on AppSource.

Resources
Lastly, we’ve included links to additional resources to help you find answers 
to questions and provide additional guidance for when you’re ready to move 
beyond the basics. 

Let’s first take a look at the three programming models and define what Con-
nect means. 

If you are already a 
Microsoft Partner with 
Partner Center access, you 
can skip this section.
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Introduction

Programming models
While our Business Applications Platform is made up of best of breed applica-
tions—including Finance and Operations, Customer Engagement, Office 365, 
and LinkedIn—the true power of the platform is in how it all works together 
through our Microsoft Dataverse.  

The Microsoft Dataverse is the shared data language used by business and 
analytical applications. It consists of a set of a standardized, extensible data 
schemas published by Microsoft and our partners that enables consistency of 
data and its meaning across applications and business processes.

This means that when you’re interacting with your data—whether reading or 
writing—you are doing so from a common data source. There is no more ty-
ing together disparate systems and retrofitting data connections. It all works 
seamlessly through the Microsoft Dataverse.

This model unlocks three key opportunities for ISVs who wish to leverage our 
Business Applications Platform for their business: Build, Extend, and Connect.

Build
Build standalone apps on the Microsoft Dataverse
ISVs can build standalone business apps directly on the Microsoft Dataverse 
using the Power Platform (i.e., PowerApps, Power BI, and Power Automate).

Extend
Extend the functionality of Dynamics 365 business applications
ISVs can extend the functionality of a Dynamics 365 business applications, 
such as Dynamics 365 for Sales and Dynamics 365 for Finance and Opera-
tions. Extend scenarios include creating industry or vertical customizations 
to our first-party apps.

Connect
Connect to first-party apps from external apps
ISVs can connect their external solutions to first-party Dynamics 365 apps or 
the Power Platform.

POWERAPPS PRICING 

https://powerapps.microsoft.com/en-us/pricing/
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Prerequisites

If you are already a 
Microsoft Partner 
with Partner 
Center access, 
you can skip this 
section.

Sign up 
for Power 
Platform
• Register for 

a PowerApps 
account

Step 1
Become a 
Microsoft 
partner
• Create a Microsoft 

work account
• Join the Microsoft 

Partner Network
• Set up your 

Partner Center 
account

Step 2
Register as a 
publisher
• Register in Partner 

Center
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Prerequisites
Before you publish, market, and sell your first apps, there are a few steps you 
must take to get set up as a Microsoft Partner. These include joining the Micro-
soft Partner Network (MPN) and getting registered in the programs that enable 
you to publish, market, and sell your apps.

Sign up for Power Platform
Register for a Power Platform account
To begin building PowerApps, you must set up an account. You can try Power-
Apps for free by signing up either for a 30-day trial or a community plan. 

1  Become a partner
Becoming a Microsoft partner gives you access to the Microsoft resources 
needed to build, market, and sell your apps. While you don’t need to be a 
Microsoft partner to begin developing your apps, all of the steps below are 
required to gain access to the programs that enable you to publish, market, 
and sell your apps.
 
Create a Microsoft work account
Before you begin, you must create a Microsoft work account. The same ac-
count should be used as you sign up for subsequent programs to ensure all 
of your privileges are centralized under a single account ID. You can register 
your email here. 

Join the Microsoft Partner Network
Becoming a Microsoft partner gives you access to all the resources you need 
to build and publish apps. To become a partner, you must join the Microsoft 
Partner Network (MPN), at which time you will be assigned an MPN ID. MPN 
membership is free to all partners; you can enroll in the MPN here.

Prerequisites

To build and submit an API 
connector, your app must fit 
the following criteria:
• Business user scenario 

that fits well with Power 
Automate, PowerApps and 
Logic Apps

• Publicly available service 
with stable REST APIs

If you have an active 
subscription to Microsoft 
Azure or Office 365, you 
already have a Microsoft work 
account.

POWERAPPS SIGN-UP 

ENROLL IN MPN 

https://docs.microsoft.com/powerapps/maker/signup-for-powerapps
https://docs.microsoft.com/powerapps/maker/dev-community-plan
https://signup.live.com
https://docs.microsoft.com/en-us/dynamics365/customer-engagement/developer/register-microsoft-partner-network
https://docs.microsoft.com/en-us/dynamics365/customer-engagement/developer/register-microsoft-partner-network
https://partner.microsoft.com/en-us/membership
https://powerapps.microsoft.com/en-us/partners/get-listed
https://partner.microsoft.com/en-us/membership
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Prerequisites
Set up your Partner Center account
Once you have joined the Microsoft Partner Network (MPN), you can set up 
your Partner Center (PC) account. Your PC account provides you with access to 
pricing information, tools and services, and enables you to manage admin cre-
dentials for your company’s work account. PC is also where you can purchase 
or renew subscriptions to Microsoft Action Packs, create a business profile 
to receive and manage sales leads from Microsoft, and see if you qualify for 
co-selling opportunities. 

2  Register as a publisher
Registering as a publisher allows you to sell your solutions on AppSource, the 
marketplace that gives ISVs access to more than 100 million commercial users. 

Register in Partner Center
The first step to becoming a publisher is to register in Partner Center (PC). PC is 
where you submit your apps for publication, promote your apps, and manage 
your offers. 

To begin the registration process, you must complete these steps. Shortly 
thereafter, one of our team members will follow up to help you complete your 
registration. 

Once registered, you can access PC.

Learn how to manage your 
Partner Center account.

DOCUMENTATION 

https://docs.microsoft.com/en-us/partner-center/mpn-create-a-partner-center-account
https://docs.microsoft.com/en-us/partner-center/mpn-create-a-partner-center-account
https://docs.microsoft.com/en-us/partner-center/azure-active-directory-tenants-and-partner-center
https://partner.microsoft.com/en-us/dashboard/account/v3/enrollment/introduction/azureisv
https://docs.microsoft.com/en-us/partner-center/partner-center-account-setup
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Understanding 
connectors

Parts of the Power 
Platform
• PowerApps
• Power Automate
• Power BI
• Power Virtual Agents
• Microsoft Dataverse

Understanding 
connectors
• What is a connector?
• What can a connector do?
• Components of a 

connector
• Public connectors vs. 

Custom connectors
• Why build a connector?
• Custom connector 

architecture 

Using connectors
• Using connectors within 

multiple products
• PowerApps
• Power Automate
• Logic Apps
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Parts of the Power Platform
Power Platform enables business to create custom solutions—from simple to 
complex—through familiar, intuitive technology. Power Platform enables faster 
data collection, surfaces real-time insights, and empowers users to make in-
formed, actionable decisions. It also enables users to do three key actions on 
data that help them drive business: gain insights from data (Analyze), drive in-
telligent business processes (Act) via apps they build, and automate the process-
es (Automate). Analyze, Act, and Automate — all done with Microsoft Dataverse, 
Power BI, PowerApps, and Power Automate, all working together atop data to 
help everyone. 

Microsoft Power Platform is comprised of four products: Power Apps, Power Au-
tomate, Power BI, and Power Virtual Agents. It also has two add-ons: AI Builder 
and Power Apps portals—designed to help you build, extend, and connect apps 
for Dynamics 365 and Office 365.

Data 
Connectors

Common Data 
Service for Apps

Azure

Common Data Model

Operations Marketing HealthcareFinanceServiceSales EducationCommerce

Power platform

Power BI Flow PowerApps

PowerApps
PowerApps sits at the center of the Power Platform. PowerApps is a collection 
of services, apps, and connectors that work together to let you build applica-
tions, ranging from simple no-code mobile apps used to view and update your 
data to fully featured software that extends the functionality of our Dynamics 
365 solutions. With PowerApps, you do much more than just view your data. 
You can act on your data and update it anywhere and from any device.

Sign up for a free trial version and sign in and explore samples and templates.

Building blocks
To create, share, and administer apps, you’ll use these sites: 
1. make.powerapps.com: In the web portal, you can open apps, specify the 

type of app that you want to create, and create data connections and flows. 
To use this site, you’ll need to log in using your organizational account.

2. PowerApps Studio: Using PowerApps Studio, you can build apps by con-

Understanding 
connectors

PowerApps

https://docs.microsoft.com/en-us/powerapps/maker/canvas-apps/intro-maker-portal
https://docs.microsoft.com/en-us/powerapps/maker/signup-for-powerapps
http://powerapps.com
https://docs.microsoft.com/en-us/learn/modules/get-started-with-powerapps/2-powerapps-building-blocks
http://make.powerapps.com
https://aka.ms/powerappswin
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Understanding 
connectors
figuring user interface (UI) elements and using Excel-like formulas.

3. PowerApps Mobile: With PowerApps Mobile, you can run your apps on 
Microsoft Windows, Apple iOS, and Google Android devices.

4. PowerApps admin center: In the admin center, you can define environ-
ments and data policies.

Related technologies, platforms, and data sources
Microsoft PowerApps works with other technologies, platforms, and data 
sources to help you build and share apps across your organization. Let’s take 
a look at some of these:
• Microsoft Dynamics 365: Dynamics 365 is the home for all your business 

apps, including Dynamics 365 for Sales, Dynamics 365 for Finance and Op-
erations, Dynamics 365 for Field Service, and many others.

• Microsoft AppSource: AppSource is the marketplace through which you 
share your apps and download other apps that might be useful to your 
business.

• Data sources: Data sources bring cloud and on-premises data into your 
apps. You access data through built-in connections, custom connectors, 
and gateways.

Power Automate
With Power Automate, users can connect to more than 200 services to create 
automated, multi-step workflows, as well as easily create custom connections 
when needed. Once built in Power Automate, these workflows and connections 
can be leveraged to extend the functionality of your PowerApps solution. Sign 
in here and explore templates. Windows 10 users can streamline productivity 
and easily automate work with low-code personal automation using Robotic 
Process Automation (RPA) in Power Automate Desktop at no additional cost. 

Power BI
Power BI enables users to build sophisticated, visual dashboards from their 
data. As part of the Power Platform, Power BI dashboards components can eas-
ily be embedded into PowerApps solution, and PowerApps components can 
be embedded into Power BI dashboards. Sign in here and explore templates.

Power Virtual Agents
Power Virtual Agents improves the authoring experience with list variables, 
topic suggestions from bot sessions, adaptive cards, and more. Also included 
is Power Automate integration with better error handling and new topic trig-
ger management in order to improve your bot’s triggering capabilities.

Power Automate

Power BI

http://admin.powerplatform.microsoft.com
http://flow.microsoft.com
https://flow.microsoft.com/robotic-process-automation/
https://flow.microsoft.com/robotic-process-automation/
http://powerbi.microsoft.com
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AI Builder
This add-on introduces AI functionalities in preview as well as form processing 
improvements. Capabilities include region availability and signature detection 
in form processing to detect if a signature is present at a specific location in a 
document.

Power Apps portals
Allows you to create external-facing websites that allow users outside their 
organizations to sign in with a wide variety of identities, create and view data 
in Microsoft Dataverse, or even browse content anonymously..

Microsoft Dataverse
Microsoft’s Business Applications—including Dynamics 365, Office 365, and 
Power Platform—are all built on top of our Microsoft Dataverse. Dual-write 
provides near-real-time interaction between customer engagement apps and 
Finance and Operations apps. Microsoft Dataverse for Apps lets you securely 
store and manage data used by business applications. Data within Microsoft 
Dataverse is stored within a set of records called entities. An entity is a set of 
records used to store data, similar to how a table stores data within a database. 

Microsoft Dataverse includes a base set of standard entities that support com-
mon business scenarios that connect to Dynamics 365 application data. You 
can also create custom entities specific to your organization and populate 
them with data that you import from lists in SharePoint, Excel, or PowerQuery. 
App makers can then use PowerApps to build rich applications using this data.

Dynamics 365 applications, including Dynamics 365 for Sales, Field Service,  
and Customer Service use Microsoft Dataverse for Apps to store and secure 
data used by the applications. This means you can build apps using Power-
Apps and Microsoft Dataverse for Apps directly against your core business 
data already used within Dynamics 365 without the need for manual integra-
tion. Dynamics 365 for Finance and Operations and Dynamics 365 for Retail 
currently require configuration of the Data Integrator to make your business 
data available within Microsoft Dataverse for Apps.

Understanding connectors 
What is a connector?
A connector is a proxy or a wrapper around an API that allows the under-
lying service to talk to Power Automate, PowerApps, and Logic Apps. 
It provides a way for users to connect their accounts and leverage a 
set of pre-built actions and triggers to build their apps and workflows. 

Our large ecosystem of software as a service (SaaS) connectors enable you to 

Understanding 
connectors

See our existing Power 
Automate connectors.

CONNECTORS 

Learn more abut the 
Common Data Model (CDM).

DOCUMENTATION 

https://docs.microsoft.com/dynamics365/fin-ops-core/dev-itpro/data-entities/dual-write/dual-write-overview
https://docs.microsoft.com/en-us/powerapps/maker/common-data-service/data-platform-intro
https://flow.microsoft.com/en-us/connectors/
https://docs.microsoft.com/en-us/powerapps/common-data-model/overview
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connect apps, data, and devices in the cloud. Examples of popular connectors 
include Salesforce, Office 365, Twitter, Dropbox, Google services, and more.  
We currently have over 325 connectors.

Using custom connectors, you can connect custom APIs or to data in your lo-
cal systems through the common on premise data gateway. Your apps will be 
able to fully interact with underlying sources and will respect the permissions 
you’ve established with them.

What can a connector do?
Developing a single connector enables an integration for three different Mic-
rosoft products: PowerApps, Power Automate, and Logic Apps.

PowerApps
PowerApps enables users to build cloud-connected and cross-platform busi-
ness apps using clicks and minimal/no code. Using PowerApps, your custom-
ers can leverage  connectors to build simple apps for line of business scenarios 
that read and write data to multiple cloud sources. Some examples of such 
apps include survey forms, timesheets, expense reporting, etc. Users can se-
curely publish and share these apps to the web or mobile for use within their 
organization.

Power Automate
Using Power Automate, your customers can automate tasks and build work-
flows in conjunction with other social and business applications. The possible 
workflows span across a wide variety of possibilities, for example:
• Send email, text, and push notifications.
• Copy files between data sources.
• Automatically collect and organize business data.
• Streamline approvals and send instant alerts.

Understanding 
connectors
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Understanding 
connectors

Logic Apps
Logic Apps is the workflow engine that powers Power Automate. It enables 
pro-developers to visually or programmatically configure workflows in Azure. 
A connector in Logic Apps can enable your customers to automate EAI, busi-
ness to business (B2B), and business to consumer (B2C) scenarios, while reap-
ing the benefits of source control, testing, support, and operations. 

Components of a connector
Each connector offers a set of operations, classified as Triggers and Actions. 
Once you connect to the underlying service, these operations can be easily 
leveraged within your apps and workflows.

Triggers
Several connectors provide triggers that can notify your app when specific 
events occur. For example, the FTP connector has the OnUpdatedFile trigger. 
You can build either a Logic App or Power Automate that listens to this trigger 
and performs an action whenever the trigger fires.

There are two types of trigger.
• Polling Triggers: These triggers call your service at a specified frequency 

to check for new data. When new data is available, it causes a new run of 
your workflow instance with the data as input.

• Push Triggers: These triggers listen for data on an endpoint, that is, they 
wait for an event to occur. The occurrence of this event causes a new run of 
your workflow instance.

New data Polling Trigger
Action

Event Push Trigger

Actions
Actions are changes directed by a user. For example, you would use an action 
to look up, write, update, or delete data in a SQL database. All actions directly 
map to operations defined in the OpenAPI definition.

Public connectors vs. Custom connectors
Public connectors
Public connectors are available to all users. With a growing collection of over 
200 public connectors currently available, these connectors allow you to easily 
create automated workflows between your favorite apps and services, includ-
ing Office 365, SharePoint, Azure, Dynamics 365, Twitter, Dropbox, DocuSign, 
Gmail, MailChimp, WordPress, YouTube, and Zendesk. You can even connect 

See all public connectors.

CONNECTORS 

Triggers are not supported in 
PowerApps.

https://flow.microsoft.com/en-us/connectors/
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Understanding 
connectors

to Azure Solutions, including Cognitive Services (Computer Vision, Text Ana-
lytics), QnA Maker, Microsoft Bot Framework, and Azure IoT Central, to seam-
lessly integrate these advanced capabilities into your apps.

Custom connectors
We offer a wide variety of connectors, but sometimes you might want to call 
APIs, services, and systems that aren’t available as prebuilt connectors. To sup-
port more tailored scenarios, you can build custom connectors with their own 
triggers and actions. These connectors are function-based—data is returned 
based on calling specific functions in the underlying service.

Why build a connector?
Enterprise developers
Custom connectors are a great solution for enterprise developers looking for 
connectivity to a service we don’t curently support or if they need connectivity 
to a custom or internal service.

Partners and ISVs
Partners and ISVs can leverage custom connectors to expand the number of 
services with which they integrate, provide extensibility to your customers 
needs, and to increase exposure and adoption.

As stated above, building a connector offers extensibility of your app through 
PowerApps, as well as automation and integration through Power Automate 
and Logic Apps. The same connector can drive more usage of your service and 
your existing API without additional development.

Drive more usage
Increase reach, discoverability, and usage of your service by publishing pre-de-
fined task specific templates that integrate your app with our growing family 
of connectors.
 
The PowerApps and Power Automate gallery of connectors and templates 
make it easy for your users to get started. Embedding of the Power Automate 
experience within your app enables users to leverage pre-built templates from 
right within your application.

Expand the reach of your API
Enable power users to leverage your APIs and extend your solution without 
having to write code. Using simple clicks, a business user can create and share 
a multitude of solutions for organizational or personal use.

https://docs.microsoft.com/en-us/connectors/custom-connectors/index
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Custom connector architecture 
Before a connector is built, we start with two components that need to be con-
nected. On one side, we have the Power Platform and the Business Applica-
tions Platform; on the other side, we have our RESTful API. These RESTful APIs 
can be in the cloud or on premises. The custom connectors create a bridge 
between these two components. These connectors sit in a Microsoft-owned 
hosting environment. 

Power Automate

PowerApps

Hosting
environment

Custom
connector

Connector ID
+

Operation
+

Connection ID

Host
+

Path
+

Credentials

RESTful API{
Building blocks
There are three building blocks needed in order for Power Automate or Pow-
erApps to execute an operation:
• Connector ID (connector name)
• Operation to run
• Connection ID (reference to credentials that will be used to perform 

operation)

When creating a custom connector, the open API description of the RESTful 
API is transformed in such a manner that it describes this wrapper. As such, 
Power Automate and PowerApps never actually talks directly to RESTful ser-
vice.

Once these building blocks have been set up and the API call goes through, 
the hosting environment and the custom connector transform this informa-
tion into a Host (Conector ID), Path (Operation), and Credentials (Connection 
ID), which are passed to the RESTful API. From there, the RESTful API responds 
back to the custom connector and the custom connector subsequently re-
sponds back to Power Automate or PowerApps. 

This additional level of abstraction provides greater flexibility, as we don’t 
need to require a standard way of describing APIs. Furthermore, it creates a 
more secure environment; your credentials never leave the client.

Learn how to do more

Learn how to build Power 
Automates

Learn how to build manage 
your connections

Learn how to use a custom 
connector from an app

Learn how to use a custom 
connector from a logic app

https://flow.microsoft.com/documentation/multi-step-logic-flow
https://flow.microsoft.com/documentation/multi-step-logic-flow
https://docs.microsoft.com/power-automate/add-manage-connections
https://docs.microsoft.com/power-automate/add-manage-connections
https://docs.microsoft.com/en-us/connectors/custom-connectors/use-custom-connector-powerapps
https://docs.microsoft.com/en-us/connectors/custom-connectors/use-custom-connector-powerapps
https://docs.microsoft.com/en-us/connectors/custom-connectors/use-custom-connector-logic-apps
https://docs.microsoft.com/en-us/connectors/custom-connectors/use-custom-connector-logic-apps
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Using connectors 
You use your custom connector like you use other public connectors. You cre-
ate a connection to your API and call any operations that the API provides in 
the same way that you call operations for a Microsoft-managed connector.

Connectors you create in Power Automate or PowerApps can be used in both 
services. Connectors you create in Logic Apps cannot be used directly in the 
other services. That said, you can easily recreate a connector by using the same 
OpenAPI definition or Postman collection you used to create the connector.

Using connectors within multiple products
PowerApps
PowerApps enables users to build cloud-connected and cross-platform busi-
ness apps using clicks and minimal code. Create rich user experiences across 
the web, phones, and tablets. Assemble forms, add business logic, and take 
advantage of device capabilities with full creative freedom.

From the maker portal select the gear > Custom connectors > (+) Create cus-
tom connector. 

Power Automate
Work smarter by building workflows and automating processes across your 
apps and services. Streamline notifications, sync data between systems, auto-
mate approvals, and more.

1. Create a new flow: My flows > (+) Create from blank.
2. Search all connectors and triggers > Add connector.
3. Select connector (Sign in to authorize based on security set).

Logic Apps
Logic Apps is the workflow engine for Power Automate. It enables pro-devel-
opers to visually create or programmatically configure workflows in Azure. A 
connector in Logic Apps enables users to automate EAI, business to business 
(B2B) and business to consumer (B2C) scenarios while reaping the benefits of 
source control, testing, support, and operations.

In Logic Apps, you can use enterprise connectors to create logic app work-
flows and automate processes between cloud apps and cloud services.
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Building a custom 
connector

Step 1
Build and 
secure your 
API

Step 2
Describe 
the API 
and define 
the custom 
connector
• Describe the API
• Start the custom 

connector wizard

Step 3
Securing 
your custom 
connector
• Secure your Web 

API
• Secure your 

custom connector

Step 4
Test the 
connector
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1  Build and secure your API 
A custom connector is a wrapper around a REST API that lets an underlying 
service talk to PowerApps, Power Automate, and Logic Apps. So first, you need 
a fully-functioning API before you create a custom connector.

You can use any language and platform for your API, as long as it’s made avail-
able as a REST API. Here are a few examples:
• Publicly available APIs.
• An API that you create and deploy to any cloud hosting provider.
• A custom line-of-business API that’s deployed to your network. You can 

connect to the API if it’s available over the public internet, or you can 
connect to it through a gateway (currently available in Power Automate 
and PowerApps).

We recommend using one of these standard authentication methods for your 
APIs and connectors:
• Generic OAuth 2.0
• OAuth 2.0 for specific services, including Azure Active Directory 

(recommended)
• Basic authentication
• API Key

You can set up Azure Active Directory (AAD) authentication for your API in the 
Azure portal, so you don’t have to implement authentication through code. 
Alternatively, you can require and enforce authentication through your API’s 
code.

2  Describe the API and define the custom  
 connector
Describe the API
If you have an API with some type of authenticated access, the next thing 
to consider is how you describe your API’s interface and operations so that 
PowerApps, Power Automate, or Logic Apps can communicate with your API. 
After you decide on how to describe the API, you create the connector, which 
registers it with the appropriate service(s).

Building a custom 
connector

For Microsoft technologies, we rec-
ommend one of these platforms:
• Azure Functions
• Azure Web Apps
• Azure API Apps

https://azure.microsoft.com/services/functions/
https://azure.microsoft.com/services/app-service/web/
https://azure.microsoft.com/services/app-service/api/
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You can use one of the following approaches to describe your API:
• An OpenAPI definition (formerly known as a Swagger file).
• A Postman collection.
• In Power Automate and PowerApps, you can also start from scratch in the 

custom connector wizard.
OpenAPI definitions and Postman collections use different formats, but both 
are language-agnostic, machine-readable documents that describe your API’s 
operations and parameters. You can generate these documents from various 
tools, based on the language and platform used by your API. Behind the scenes, 
PowerApps, Power Automate, and Logic Apps use OpenAPI to define connectors.

Start the custom connector wizard
1. Go to make.powerapps.com or flow.microsoft.com.
2. In the navigation pane, select Data > Custom connectors.
3. Select New custom connector, then choose Create from blank.
4. Enter a name for the custom connector, then select Continue. 

 

3  Securing your custom connector 
There are two primary concepts involved in securing your Web API: 
1. Use OAuth for sensitive data.
2. Secure your Web API with an AAD (Azure Active Directory) Application 

(Identity) and a second AAD Application to secure custom connector.
This creates two disjointed entities that depend upon each other, keeping se-
curity definitions and entities separate. As such, the process for securing your 
custom connector involves creating two AAD applications: one to secure your 
Web API and a second to secure the custom connector. While you can use oth-
er authentication methods, we recommend AAD as it provides you the ability 
to have disjointed entities for both services.

Power Automate

PowerApps

Hosting
environment

AAD 
Application #2

AAD 
Application #1

RESTful API{Custom
connector

Building a custom 
connector

https://docs.microsoft.com/en-us/connectors/custom-connectors/define-openapi-definition
https://docs.microsoft.com/en-us/connectors/custom-connectors/define-postman-collection
https://docs.microsoft.com/en-us/connectors/custom-connectors/define-blank
https://make.powerapps.com/
http://flow.microsoft.com
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Secure your Web API
1. Go to your web application and enable AAD authentication. Make sure 

you enable “Log in with Azure Active Directory.” Then configure, selecting 
the appropriate AAD app for your Web API.

Secure your custom connector
2. Create a new AAD application for your custom connector and give 

it delegated access to your first AAD app (which identifies your Web 
Service).

3. In Power Automate, update your custom connector’s Security section. 
Under Authentication type, select OAuth 2.0, and as the Identity 
Provider, select Azure Active Directory.

4. Assign the AAD connector app to the custom connector using the 
following information.

• Custom connector Client ID = AAD app’s Application ID.
• Custom connector Client secret = AAD app > Key > New Key > Value.
• Custom connector Resource URL = Application URL or Application ID of 

Web API AAD application.
5. Copy Redirect URL from the custom connector in Power Automate to your 

custom connector AAD app > Settings > Reply URLs.
6. Enable Cross Origin Resource Sharing (CORS) on your website. This 

will help prevent man-in-the-middle attacks (Allowed origins: Enable 
everything or Specific environments).

7. In Power Automate, update the connection. From the gear menu, select 
Connections, then select your connector. Click on the Auth key, and you 
will be prompted to sign in and to grant access. Then tokens will be 
stored in the connection.

4  Test the connector 
Now that you’ve created the connector, test it to make sure it’s working 
properly. Testing is currently available only in Power Automate and Power 
Apps. 

Important
When using an API key, we recommend not testing the connector immedi-
ately after you create it. It can take a few minutes until the connector is ready 
to connect to the API.

1. On the Test page, choose New connection.

Building a custom 
connector



Page 21

2. Enter the API key from the Text Analytics API, then choose Create 
connection.

3. Return to the Test page:
• In Power Automate, you are taken back to the Test page. Choose the 

refresh icon to make sure the connection information is updated.
• In Power Apps, you are taken to the list of connections available in the 

current environment. In the navigation pane, choose Data > Custom 
connectors. Choose the connector you created, then go back to the 
Test page.

4. On the Test page, enter a value for the text field (the other fields use the 
defaults that you set earlier), then choose Test operation. 
 

5. The connector calls the API, and you can review the response, which 
includes the sentiment score.

Building a custom 
connector
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Publish a custom 
connector

Publish to AppSource
Publish your Custom Connector on Microsoft AppSource so that app subscribers 
can find it, try it, and buy it. The apps you build and publish with Power Apps are 
discovered and used in Dynamics 365 on the web. More information: Discover 
apps via AppSource.
 

1  Create a custom connector inside an 
 unmanaged solution
1. To create a new unmanaged solution, from the left navigation, sign in to 

Power Apps and select Solutions.
2. Select New solution and complete the required columns for the solution. 

 

3. Select Create. 
 

 

https://docs.microsoft.com/powerapps/user/app-source
https://docs.microsoft.com/powerapps/user/app-source
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4. Select your solution name and click New. 
 

5. Navigate to Other and select Custom Connector. 
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Publish a custom 
connector

6. To create a custom connector from scratch, follow this link. 
 

 
 
Note: Now the custom connector will be saved inside your unmanaged 
solution. 
 

https://docs.microsoft.com/connectors/custom-connectors/define-blank
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2  Create a managed solution package
There are two types of solutions for Dynamics 365 Customer Engagement: 
managed and unmanaged. An unmanaged solution is one that is still under 
development or isn’t intended to be distributed; unmanaged solutions can still 
be edited. Once your unmanaged solution is ready to be distributed, you must 
export the unmanaged solution as a managed solution. A managed solution is 
a completed solution—with publishable code—that is intended to be distrib-
uted and installed by users.

Export solution to Package Deployer
When you are ready to publish to AppSource, you must create an AppSource 
Package. Export your unmanaged solution as a managed solution, including 
customizations and metadata, to the Package Deployer. Dynamics 365 pro-
vides you with a Visual Studio template for exporting packages that can be 
used with the Package Deployer tool.

Publish a custom 
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Both canvas and model-driven 
apps need to be bundled as a 
managed solution in order to 
be published on AppSource.

Learn more about 
solutions.

DOCUMENTATION 

https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/introduction-solutions
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/create-solution-app-appsource
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/create-package-app-appsource
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/create-package-app-appsource
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/package-deployer/create-packages-package-deployer
https://docs.microsoft.com/powerapps/maker/data-platform/solutions-overview
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Create a package using Package Deployer
Using Package Deployer, create a package (.zip) with your assets. The Package 
Deployer creates a solution package with the structure needed to submit to 
Microsoft for certification.

Creating a package involves creating a project using the template, adding your 
files to the project, updating the HTML files, specifying the configuration val-
ues for the package, and defining custom code for your package.

An AppSource package consists of:
• Package file: A package file used by Package Deployer to deploy your 

solutions and demo configuration data into multiple languages.
• [Content_Types].xml: File that provides MIME type information of the file 

type extensions included in the AppSource package. Typically, these are 
.config, .dll, .exe, .xml, and .zip file types, but you can add almost any file 
type that is supported by Windows.

• Icon file: An image file for the AppSource package icon; size should be 
32x32 pixels. Valid image formats are PNG and JPG.

• HTML file: File containing your License terms.
• Input.xml: File that describes the assets in your AppSource package.

Upload package to Azure
Once you have created your solution package, you must upload it to Azure. 
Before you upload, you should download and install the Microsoft Azure Stor-
age Explorer, which enables you to manage the contents of your Azure storage 
account easily. 
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https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/package-deployer/create-packages-package-deployer
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/create-package-app-appsource
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/store-appsource-package-azure-storage
http://storageexplorer.com
http://storageexplorer.com
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3  Validate your code
QA your code
Before submitting your code for certification, it is always recommended to 
thoroughly QA your code, especially in the following areas:

• Usage: Improper usage of a particular API, pattern, or configuration.
• Design: Design flaws in a customization.
• Performance: Customization or pattern that may produce a negative effect 

on performance in areas such as memory management, CPU utilization, 
network traffic, or user experience.

• Security: Potential vulnerabilities in a customization that could be exploit-
ed in a runtime environment.

• Upgrade Readiness: Customization or pattern that may increase the risk of 
having an unsuccessful version upgrade.

• Online Migration: Customization or pattern that may increase the risk of 
having an unsuccessful online migration.

• Maintainability: Customization that unnecessarily increases the amount 
of developer effort required to make changes, the frequency of required 
changes, or the chance of introducing regressions.

• Supportability: Customization or pattern that falls outside the boundaries 
of published supportability statements, including usage of removed APIs or 
implementation of forbidden techniques.

Additionally, we recommend that you follow these best practices when build-
ing your app, as it can expedite the certification process. 

Validate your PowerApp
Leverage the Solution checker feature to perform a rich static analysis check 
on your solutions against a set of best practice rules and quickly identify these 
problematic patterns. After the check completes, you receive a detailed report 
that lists the identified issues, the affected components and code, and links to 
documentation that describes how to resolve each issue.

1. In PowerApps, select the Microsoft Dataverse where you want to enable 
the Solution checker. 

2. On the left navigation pane, select Solutions.
3. On the toolbar, select Solution checker and then Install.
4. Once installed, navigate back to the Solutions menu, open the dropdown 

menu (...), and select Solution checker > Run.
5. View the report when the check is complete.
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https://docs.microsoft.com/powerapps/developer/data-platform/best-practices/
https://docs.microsoft.com/en-us/powerapps/maker/common-data-service/use-powerapps-checker
https://docs.microsoft.com/en-us/powerapps/maker/common-data-service/use-powerapps-checker#review-the-solution-checker-report
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4  Create a new offer
Create a new offer in the Partner Center
Once you have resolved any issues identified by the Solution checker, you can 
move on to creating an offer in the Partner Center (PC). 

Each app in AppSource corresponds to an Offer in PC. To submit a new app 
to be published on AppSource, you must create a New offer in PC. There are 
different offer types based on different types of apps. When creating an offer, 
you will be asked to provide information, including:

• Offer setup: Setup details, Lead Management, ISV Program.
• Properties: Category, industries, version, T&C, market only change.
• Offer listing: Name, description, contacts, documents, logos, screenshots, 

videos, etc.
• Availability: Markets, key.
• Technical configuration: License model, package URL.
• Supplemental content: Functional specification document.

Publish a custom 
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https://docs.microsoft.com/azure/marketplace/partner-center-portal/create-new-customer-engagement-offer
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5  Submit for publication
Click Publish to submit your app for approval
Once you have completed filling in the offer details, click Publish to begin the 
publishing approval process. Progress can be tracked on the offer page.

Steps to publish
1. Automated validation: This step includes Test Drive data validation (<5 

min), Test Drive provisioning (<30 min), and Lead management validation 
and registration (<15 min). 

2. Certification: This step leads to manual validation (<2 business days).
3. Preview creation: Preview creation (<1 hour). 
4. Publisher sign-off   
5. Publish: This step consists of Test  Drive data validation (<5 min), Test Drive 

provisioning (<30 min), Lead management validation and registration (<15 
min), and Final publish (<30 min).

6  Publish your solution
View and publish your solution
Once your app has been approved for publication on AppSource by Microsoft, 
you will receive a preview link to your offer, where you will be able to view your 
offer on AppSource and test as if it were live. Once you are ready, you can click 
on Go live, at which time it will become publicly available on AppSource.

Certify/Recertify your application
To complete publishing your app to AppSource, it needs to go through the 
certification process. Click Save and Publish. 

You need to recertify your apps every 6 months to keep them live on AppSource. 
Follow the steps below to certify/recertify your application to AppSource.

• For Dynamics 365 Customer Engagement

Publish a custom 
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https://docs.microsoft.com/powerapps/developer/data-platform/publish-app-appsource
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• For Dynamics 365 for Finance and Operations
For details, see Commercial Marketplace Certification Policies.
For certification questions or Marketplace policies, visit Marketplace Publisher 
Support. 

7  Monitor performance
Monitor performance and collect leads
Within Partner Center (PC), under the Commercial Marketplace Analyze tab, 
you can view app performance. You will also receive leads from users who reg-
istered for Test Drive or Trial, requested to be contacted through the Contact 
me form, or opted to share their information by selecting Get it now.

ISV Studio
ISV Studio is designed to become the go-to Power Platform destination for 
Independent Software Vendors (ISVs) to monitor and manage their applica-
tions. ISV Studio provides a consolidated cross-tenant view of all the applica-
tions ISVs are publishing on AppSource. It helps the ISVs monitor and support 
their published apps with the help of insights into installation error messages, 
number of install attempts (Success vs Failures) by tenant name, tenant and in-
stance locations, prod vs sandbox installations, package versions by tenants, etc.

8  Market and sell
Leverage Microsoft support to market and sell your app
As soon as your app is published, you can take advantage of Microsoft’s Go-To-
Market Services, which will help you promote and sell your app. You may also be 
eligible to participate in other partner programs, such as the IP Co-Sell program.
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Learn more about our 
Go-To-Market Services.

GTM SERVICES 

Learn more about our 
ISV app management.

APP MANAGEMENT 

https://docs.microsoft.com/dynamics365/fin-ops-core/dev-itpro/lcs-solutions/lcs-solutions-app-source
https://docs.microsoft.com/legal/marketplace/certification-policies
https://aka.ms/marketplacepublishersupport
https://aka.ms/marketplacepublishersupport
https://partner.microsoft.com/reach-customers/gtm
https://partner.microsoft.com/solutions/go-to-market
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/isv-app-management
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ISV Cloud Embed Program
If you have built or intend to build a vertical/industry-focused solution on 
top of Dynamics 365, or a horizontal solution on PowerApps, and publish on 
AppSource, the Microsoft ISV Cloud Embed program simplifies app develop-
ment time, lowers costs, and helps your business grow. The program allows 
ISV partners to focus on continuous innovation and rapidly build business ap-
plications by extending Dynamics 365 applications or building on PowerApps; 
benefit from a growing community of Office 365 and Dynamics 365 custom-
ers through AppSource; receive critical go-to-market support; and delivers in-
creased benefits culminating in co-sell support from one of the world’s largest 
enterprise salesforces.
 
The requirements for the program are:
1. End-to-end solution built on Dynamics 365 or Power Platform (PowerApps).
2. Solution published on AppSource.
3. Become CSP Direct Bill partner.
 
It is important to note that you can only sell the Embedded SKUs with your IP 
as a Unified Solution; you cannot sell the Embedded SKUs separate from your 
IP, and you will have to give one price point to the entire Unified Solution.

Getting started 
Any ISV that builds qualified, finished applications can participate in the ISV 
Cloud Embed Program at different levels with different benefits based on the 
partner’s preference. To learn more about the program, please review the ISV 
Cloud Embed Handbook. To become a part of this program and guarantee a 
rich customer experience, please sign up through this simple online form.
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ISV Cloud Embed 
sign-up form.

SIGN-UP FORM 

Learn more about the 
Microsoft ISV Cloud 
Embed Program.

HANDBOOK 

https://createopportunity.azurewebsites.net/ISVCloudEmbed
http://createopportunity.azurewebsites.net/ISVCloudEmbedTerms
http://createopportunity.azurewebsites.net/ISVCloudEmbedTerms
https://createopportunity.azurewebsites.net/ISVCloudEmbed
https://createopportunity.azurewebsites.net/ISVCloudEmbed
http://createopportunity.azurewebsites.net/ISVCloudEmbedTerms
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Additional resources
Learn more about connectors: Documentation
Build and certify your Power Automate, PowerApps & Logic Apps Connector: Article
Connectors FAQ: FAQ

Best practices and common use cases
Community content: Community apps gallery | Working with data | Design discussion
Real world solutions using PowerApps: Video 
UX/UI design tips: Video | UX patterns | Managing fonts and colors
Customize list forms in SharePoint with PowerApps: Blog post | Demo | Documentation
Access web apps migration to PowerApps: Whitepaper
Approval workflows: Blog post | Documentation | Guided learning
Using the on-premises gateway: Overview | Installation and FAQ | Proxy configuration
Creating dialogs in PowerApps: Blog post | Video
Display a map using the Image control: Step-by-step walkthrough | Video
Send an email from your PowerApps app: Video
Connect to Microsoft Cognitive Services: Video
Implement role-based security: Blog post
Build a customized interactive calendar: Step-by-step guide
Notify user that new data is available: Step-by-step guide | Push notifications feature
Deep link into an app using URL parameters: Step-by-step guide
Audit scenario solution: Blog post from community member
Performance considerations when working with PowerApps: Blog post

Learning resources
PowerApps latest feature updates: Blog post | Release notes
Power Automate latest feature updates: Blog post | Release notes
Browse presentations from the Ignite 2018 conference: Blog post with curated links to relevant sessions
Browse Microsoft Business Applications Summit 2018 conference: Blog post with curated list to relevant sessions
Browse How-to videos: PowerApps video gallery | Power Automate Webinars and Videos gallery
Get expert help from partners: Partners
Take up additional Labs Power Platform Labs and Challenges
SharePoint welcomes PowerApps and Power Automate 
Customizing SharePoint forms using PowerApps: Ignite presentation
Introduction to Microsoft PowerApps for Access web apps developers 

Stay connected
Ways to collaborate with the PowerApps team: Blog post
Stay updated: Product team blog | Webinars
Community sites: Forums | Community blog | Best practices and app gallery
Get support: Blog post | Support page | Submit an idea

Other tools 
Microsoft App in a Day Lab
PowerApps and Power Automate Learning Resources

Additional 
resources

https://docs.microsoft.com/en-us/connectors/
http://aka.ms/apiconnectors
https://docs.microsoft.com/en-us/connectors/custom-connectors/faq
https://powerusers.microsoft.com/t5/Community-Apps-Gallery/bd-p/AppFeedbackGallery
https://powerusers.microsoft.com/t5/Creating-and-Managing-Data/bd-p/PA_Data_Enablement
https://powerusers.microsoft.com/t5/Design-Matters/bd-p/PA_Design_Matters
https://www.youtube.com/watch?v=u9iB0OtmI9A
https://www.youtube.com/watch?v=-vZ2OEDLvY8
https://powerapps.microsoft.com/en-us/blog/category/common-patterns/
https://powerapps.microsoft.com/en-us/blog/design-guidance-linking-controls-for-easy-design-edits/
https://powerapps.microsoft.com/en-us/blog/custom-form-launch/
https://www.youtube.com/watch?v=B2PhzzVwRM4
https://docs.microsoft.com/en-us/powerapps/customize-list-form
https://download.microsoft.com/download/7/B/8/7B81881E-D34C-4B10-AAD6-5ABA56CEDD48/PowerApps_AWA_Dev.pdf
https://flow.microsoft.com/en-us/blog/introducing-modern-approvals/
https://docs.microsoft.com/en-us/flow/modern-approvals
https://docs.microsoft.com/en-us/learn/modules/build-more-flows/2-flow-create-approval-request
https://docs.microsoft.com/en-us/powerapps/gateway-management
https://docs.microsoft.com/en-us/powerapps/gateway-reference
https://docs.microsoft.com/en-us/power-bi/service-gateway-proxy
https://powerapps.microsoft.com/en-us/blog/creating-dialogs-in-powerapps/
https://www.youtube.com/watch?v=_Dc0wJx9EN0
https://powerapps.microsoft.com/en-us/blog/image-control-static-maps-api/
https://powerusers.microsoft.com/t5/Video-Webinar-Gallery/Deep-Dive-Friday-Functions-Series-Build-Maps-in-the-Image/m-p/73994
https://powerusers.microsoft.com/t5/Video-Webinar-Gallery/Send-an-email-from-PowerApps/m-p/74349
https://powerusers.microsoft.com/t5/Video-Webinar-Gallery/Microsoft-Cognitive-Services-and-PowerApps/m-p/74076
https://powerapps.microsoft.com/en-us/blog/implementing-role-based-permission/
https://blogs.msdn.microsoft.com/davidni/2016/12/13/building-an-interactive-calendar-view-with-powerapps/
https://powerapps.microsoft.com/en-us/blog/notifying-user-of-new-data/
https://docs.microsoft.com/en-us/powerapps/add-notifications
https://powerapps.microsoft.com/en-us/blog/powerapps-deep-linking/
https://powerusers.microsoft.com/t5/PowerApps-Community-Blog/A-PowerApps-solution-for-audit-scenarios/ba-p/53611
https://powerapps.microsoft.com/en-us/blog/performance-considerations-with-powerapps/
https://powerapps.microsoft.com/en-us/blog/october-updates/
https://docs.microsoft.com/en-us/business-applications-release-notes/October18/powerapps/planned-features
https://us.flow.microsoft.com/en-us/blog/october-2018-update/
https://docs.microsoft.com/en-us/business-applications-release-notes/October18/microsoft-flow/
https://aka.ms/pa/Ignite2018
http://aka.ms/pa/mbas2018
https://powerusers.microsoft.com/t5/Video-Webinar-Gallery/bd-p/VideoGallery
https://powerusers.microsoft.com/t5/Webinars-and-Video-Gallery/bd-p/Webinars_Videos_Gallery
https://powerapps.microsoft.com/partners
https://powerapps.microsoft.com/en-us/blog/power-platform-challenges/
https://blogs.office.com/2016/10/31/sharepoint-welcomes-powerapps-and-microsoft-flow/
https://myignite.techcommunity.microsoft.com/sessions/66949?source=sessions
https://www.microsoft.com/en-us/download/details.aspx?id=54942
https://powerapps.microsoft.com/en-us/blog/collaborate/
https://powerapps.microsoft.com/blog/
https://docs.microsoft.com/powerapps/webinars-listing
https://powerusers.microsoft.com/t5/Community-Boards/ct-p/Test
https://powerusers.microsoft.com/t5/PowerApps-Community-Blog/bg-p/PowerAppsBlog
https://powerusers.microsoft.com/t5/Best-Practices-in-App-Building/ct-p/Galleries
https://powerapps.microsoft.com/blog/powerapps-support-overview/
https://powerapps.microsoft.com/support/
http://aka.ms/powerapps-ideas
http://aka.ms/appinaday
https://powerapps.microsoft.com/en-us/blog/microsoft-powerapps-learning-resources
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Getting Started Guides
Check out our other Getting Started Guides.

Additional 
resources

VIEW GUIDE VIEW GUIDE 

https://dynamicspartners.transform.microsoft.com/download?assetname=assets/Build%20-%20ISV%20Getting%20started%20guide.pdf
https://dynamicspartners.transform.microsoft.com/download?assetname=assets/Extend%20-%20ISV%20Getting%20started%20guide.pdf
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